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Abstract

This dissertation proposes the Container-based ”Network Function Virtualiza-
tion (NFV)” Architecture. It realizes high-performance in packet processing while
keeping the portability of network functions that is difficult to achieve by the
conventional Virtual Machine (VM)-based NFV implementation.

NFV is a technology to virtualize the network functions so that they (Virtualized
Network Functions, or VNF) can run on the general-purpose computer hardware
instead of the traditional function-dedicate equipment. NFV is a pivotal technol-
ogy to provide the network extensibility and flexibility to support more diverse
and complicated network traffic expected in the future. On the other hand, the
network quality required by the applications on the Internet becomes more diverse
due to the expansion of the usage of them. To dynamically provide the optimized
network functions for each application, a new concept called ”Network Slicing”
was proposed. The technology components to implement this concept includes
NFV, Software Defined Networking (SDN), and cloud computing. However, the
methodology of implementation using those components has not been yet clearly
designed.

First, as an essential concept to implement the "Network Slicing,” this research
proposes a new idea of "Network as a Service” that dynamically provides the op-
timized network functions to the application, while a similar concept ”Platform
as a Service (PaaS)” dynamically provides the necessary resources to the applica-
tion. This thesis discusses the importance of ”portability” that can guarantee the
optimized VNF' allocation.

Secondly, to make the "Network as a Service” into reality, I contributed to
establish an industry-academic consortium to assess the feasibility of existing NF'V
products from the various vendors. The consortium played a vital role to conduct
a comprehensive evaluation and analysis of each product as well as the wide-range
of the experiment in the real network environment jointly among various vendors.
The result identified the major problem in the traditional NFV that runs VNF on
VM, the difficulty of pursuing the high-performance in the packet processing while
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keeping the portability of VNF.

As a solution to this problem, this thesis proposes the ”Container-based NFV
Architecture.” This architecture enables both high-performance in packet process-
ing and portability at the same time. In the proposed architecture, a VNF is a
container, a cluster of processes in the Operating System. Also, the network 1/0O
interface is abstracted by POSIX API to realize high-level interoperability and
portability of VNF. This architecture enabled to increase the packet processing
performance of VNF by bypassing the bottleneck staying in the network stack
of the general OSs. Lastly, the proposed ”Container-Base NFV Architecture” is
validated by a sample implementation of a VNF process using Netmap for VNF’s
network I/O. The result shows 2 to 5.5 times higher performance of the packet pro-
cessing, comparing with the traditional implementation given a similar portability
requirement.

This research identified the problems in realizing the concept of ” Network Slic-
ing” and proposed a new methodology to solve them. It will contribute to estab-
lishing a future network platform that can support diverse and advanced quality
requirements. Then the platform will make a variety of applications such as auto-
driving and remote-medical-service reality.
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1.1 Network Function Virtualization(NFV)
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DI, L —F 4 v 7R XT L ra)Lay ba—)Lig 87 & 58 HO M
IZ& 2T, 2y b7 =2 DORKAEPEAITH 5 BRI K U7, T ORG
B, EWVRERIZBWTHEOMBIMEZ LS BNNH D, v MU —2 DAl & &
FIZh 2 BHOHIKIZRZDRETDH 5.

D& HHEDOEMZHRD— D1, Hv b7 —2 DRk & EIZEB T 2
FWHEORMTHS. < Dry b T —27HKEIX, EFAON—FY 7 CELEX
NTHEYD, Network Function(NF) & XN B[ 52D /87y MMLEZ S5 % v b
T UL, Ay MY REDN— R Y 2T LERATH L. XD, S
DT TVT =2 aYDERESTE T 74 v 7 DIEHAEAPEIL L 2
£oT, AV NT—JHEDITA TV A7 NVIFELR->TETWD. 72, FEE
D#EFHTIE, Service Function Chaining(SFC)[2, 3] L MEEN D R v N7 —
IRRER HAE T A LICL o TAY NY— I - RAZMKTS. 2y T —7
PR DR 1L, WHI Ry b — 7 WEOHERIZ X > TEREINTWHEGE
%<, 2v P —IRKEOMAGOERIHF 22 H § 5121, YHEKOLE%Z
PES BHELR ARV — a UDIREIT/2 5 [4]. ZOFER, *v b7 — 27 O & E
FZh» 5 EHIFEREL TS,

D &S Ik % 3 Bk & L T, NFV(Network Function Virtualization)|5,
6] BIREZINT WS, [X1.21Z ETSI(European Telecommunications Standards In-
stitute) 24T HH L7 NFV 03 v+ 7 b 0% 5T, NFV TR, ZhETHY

L3I HITE D % 3 DFIER.
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4.3 ShowNet ICH T % vCPE OALED T
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T, BFENLI#HKT D) &, EHO VM ICERZ 58U T VNF 2% % ik
(LA, BRSO EEHT D) 25 e Lk,

FK A2 \THEHTHAH U 72 FEliER B 2 R 9. FHii RO VNF i&, VM @ OS ETHj
PEd 21— IVITHET 5737 v MGkBEEE & iptables Z FIH U CTHERL L 7z, 3
oy MEEVERED MY, EmfilBRiERE 2 U T Netmap[35] ICNETE T 71 v 2
BT TV 5= a v EMALT, 7V =441 X64/31 T 10 Gigabit Ethernet
DMERET N T 74 v 7 %EEL, @@ETE N7y MR 10 BREEHIIL 7=,
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Y
VM Chaining Mechanism
4.2: VNF T D b5 7 1 v 7 Dl A
# 4.2: FHMiEREE
Tot Y Intel(R) Xeon(R) E5-2650 2.00GHz
CPU 2 7 8§a7y
A€ AEY 64G N1 b
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4.3.2 FEFER
VM OEEAR

B 4.3 1Z[E—/NA IN—=NA FIZTH 1T B VM OEFER L R T ROBGR %2 R T.
AT S, RKADICEHBLZZ VM ORy b7 —2 /0 £Hifi & VM Ok A D
HAEDLEZ VNFHEETH S, Ml VM D LIEDSGE D /37 v M EEEMERE DR
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235 1 I
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X 4.3: VM #iE 5 Ao L

AR A v F LARFNIC ZFH U756, N = PR OREA A v
F, NANR=NAPIEDZAA vy FDOEL S 2FH UGS (Kb (1) LT (2))
H, #EET D VMEDBEMT 5 &7y MEEERENPKREMETNT S, —4, SR-
IOV 2RHAU725E1E, PCILA— RO N=R T =27 AL v F, NAN=AH
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2B iR 75E (MY (¢), N7y MRS ICm E L. UL, Bl
2B IR o754 (K (d) & CPU 27 3{HM 2722 o 2B 587 v b
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Wi/ SN A —L 7 D b a[BE7% VNF #ER ORI FE W THRET U 72 Flow-
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DELEE L VNFIZE D YT/~ IPv6 7 L ADILHZMKIEAT 5. IPv6 7 KL &
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VNF X, Bx23 5 FTEREUIPV6 7 RLAZFHT 5. RIZ VNFFG Ot
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NIC 23 5. I —FIVIIEENIC DTy by 7 71 LT =P AR—
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5.2 70OtRBVNF D:&3

ARWFEPRET 23V T FRNFV 7 —F T 7 F ¥ IZB T 5B TH S NFVI &
VNF D7 —FF7F v %2FEILTH-0DICBEI Ko7z, A AR VNF O#FEHC
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AVFFRNFV Y —F 727 F v TliE, VNF 2 ARV —T 4 VI VAT LDT T
v ADHEAEL UTHRMAT S, K542 70 AR VNF OFGHE2RF. oA
BIVNF TlE, 2—HFAR—ADTuXt AL UTCEHIET S VNF &, 71— CTEfE
3 5 Bridge TH X 15, Bridge 1&, VNFIZARAER— M Z2#E LY — YA F = o
=V7IIBITB NI T v 7HlEEHYS TS, VNFIX, KER— Mo AJ1E N
Ny MIRULTRY bT—2BiEE LTy MLEEZHMS T 5. VNF L, 21—
PAR=ZATNT v ML % B 2725 Pre-Processing, VNF-Specific-Processing,
Post-Processing THEK X 115, VNF & Bridge DRAER — b 237 — X IV NIZEFD
Nry bRy T 7l BEBRA-—HPRAR—AIFHFOVVINy Ty VT
U, X7y FOAETZ =N EI—FARXR—ZABOAE) IE—ZH IRV
SRELTEMT S, UATIZENN—Y DHEIZDWTEHIHT 5.
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5.3 OtRBIVNF DEE

AEiTlX, AR AR VNF 7 —FT727F ¥ Z2ETINE LT, EBEDVNF 27
Ot A BIZ5E%ET 5 FEIICBE L CET 5.
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VALE ( Netmap API ZF[H LU THR—=Y VI R=ZAD 7y 8 A\HITA VX —
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ZWN.TE 5.
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WZBEfR T B AR 2 BT X 5. Netmap (2 —HF A=z LTHx Y
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WIZHUT, BT AREEGEITCIP T RLAZMEBL, FHELBRTNEAR Ty M %
e, FAETNEERETCIP 7 RVAZZRL, Post-Process (IZHET.
Post-Process Tl L 1 ¥ 3#&imtes & L TH Z 25 X E TTL OE, 5856 MAC
7 RLVAZIRD VNF, H U IFAMNEOY — RGO DLW, Fv oY
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5.4 FEff

RETHEOFMAEB Z S50, AV TFFRNFV 7 —F 5727 F % L [A%5D ik

MEELE U ARE DR E B 2705, EaElNAGFHGE LTk, VNFIZLV—
X, NAT, Firewall 2 %L 2545037y MUEERERHIE T 5. £/, ©WWN
WAl LT, VM ZRH LU 72 NFV & Hg U7z af #0323 272 5.
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REL b2 IR LD, ZOREMUINDIRD DA — "=~ RIZATHEARR » B
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W, RIBEOSDVERZOITAWREZ» S THS. BERFIZHIH U 728X Linux
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AN 74w oy —Y
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X 1fETH 5.
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5.4.2 /N4y NALERMEEE D FE(H
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BERLUTWS, REERTHM U VNF OfEIZL— &, NAT, Firewall ® 3 fii
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5.4.4 AH&ME D

AT FRNFV 7 —F57 27 F vy Otz onw<T, VNF O #M:, VNF O
FaAN, VNEDOTILFTF 2y —0BSE» S EWRLTEHIZ2B 2%,

VNF O F #a

AVFFRINFV 7 —%5727F ¥, VNFZ2ar5FF 2 UTHOES Z2izko
T, VNFOFEGTIT7ANDSARV =T 4 VIV AT LEZDHL, H—3IVH
T2 API LNV TOY —Z2a—ROHHMEE, ABLI L)L TONA F V) OH
WEEMT S, Lo T, MCCPUT—FT27F+¥DTI7v b7 +—L%HH
LTWBRY, VNFIZNFVION—RT 27 ARV —F 4 V7V AT MMTIERK
FCEMEST 5. 7z, BEFEDOELETHA L7 Netmap & VALE (35§5k 7% NIC
DN— R =7 ZHELET, FEMNIZ FreeBSD & Linux TEIET 5. TD7=8,
RETFIEZIN— R = TIHRE L7\ VNF ORFRENEHTE 5.

VNF OFEFIAR b

REFHEO LIS TV AR—2DFEHEry b7 =2 1/0 HiffizMH L =54,
78 b 2V % VNF il T RTHEET 2HERH 5. RENZ 70 b 3V
& LTI, Ethernet, IP, TCP 2 ETH DD, TS DEREILT 1 7 T VLA A RE
w7, K & HIZEFE I A MR SRS N TV EEZONS. £z, 21—
PAR—ZTOTH b INVAXy Z7FEIZIE, EELYTIP, 7YV T5—ra
VICEEIL U2 78 b aVEEBNFRER AR Y, —EOMEAH B [56]. HlAIX,
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TFTLDNEREERZEHT A ENTE, 1477 V% %2507 VNF OETERE
VBT B Z N TES.
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HOEEZ AT AE7 XDP 224t LTW5. 25138 TH— R IVHERER) 42
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