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Thesis Summary

Passive remote keyless entry systems have penetrated the vehicular market due to their
convenience. However, its vulnerability against relay attacks exploiting the wireless channel is a serious
threat. One of the prominent countermeasures is to estimate the distance between the key fob and the
vehicle. Taking into account considerations such as ranging performance, radio regulations, usability,
and power consumption for battery operation, we need to devise a suitable approach to achieve these
practical specifications.

We propose a novel two-way ranging based on phase detection in the sub-GHz band utilizing narrow
bandwidth. We extend the concept of two-way ranging studied in time-of-flight into phase detection.
Applying eight sequences for two-way ranging, the ranging can provide sufficient accuracy for distance
estimation with high tolerance to asynchronous clock offset between a pair of transceiver devices. Under
the condition of ranging with narrow bandwidth, we also propose a novel compensation scheme to
mitigate multipath effects on distance estimation. We present the operation principle and theoretical
performance analysis under a two-path model of radio propagation and additive white Gaussian noise.
In field experiments of 6 m x 6 m spaces with prototyping transceiver devices, we validate the ranging
accuracy in the distance estimation. In the theoretical analysis and the field experiment, the Mean
Absolute Errors (MAE) were 0.65 meter and 1.13 meters; the coverage area within 3-meters error was
99.0 percent and 94.7 percent, respectively. The proposed ranging produces performance in confirming
if the key fob is within 3 meters of the vehicle, which can offer a countermeasure to relay attacks.

To the best of our knowledge, the proposed solution is the first to meet sufficient ranging performance
while suiting the required conditions of remote keyless entry systems which are global radio regulations,
comfortable usability with 10-meters coverage, and low power consumption for practical coin-battery

operations.
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