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Abstract of Doctoral Dissertation of Academic Year 2022

A Plane Architecture on Management and Operations of

Authentication and Authorization Infrastructure

Category: Science / Engineering

Summary

In today’s world where people use services on the Internet, the registration
of Digital Identity and the authentication that accompanies it are indispensable
elements. However, there is no end to the problems of leakage of personal infor-
mation, unauthorized access, and service outages due to inadequate management
and operation of authentication and authorization functions caused by the lack
of an environment for managing and operating digital identities. In this study,
this research consider this issue to be the difficulty in the management and oper-
ation of the system surrounding the authentication and authorization of existing
methods, and attempt to resolve the current situation.

In order to solve the problem, this proposal defines a management and op-
erational integration plane architecture in the authentication and authorisation
infrastructure(AAI). A plane means a place where specific processing is carried
out and a function, and the entire network is efficiently managed and operated
by defining the layer that processes the function used to transfer data as the
data plane and the layer that processes the functions of data transmission and
connection control as the control plane. The objective of this research is to re-
alise a practical authentication and authorisation infrastructure for operators by
defining a management and operation integration plane in the authentication and

authorisation infrastructure using this concept.
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Abstract

This research realise an integrated management and operation plane architec-
ture, this study first investigated the system architecture of current services with
authentication and authorisation and the factors that cause problems. Based
on this, we designed and implemented an architecture that includes a manage-
ment and operation integration plane in order to separate the authentication and
authorisation functions from the service as an authentication and authorisation
infrastructure and to manage and operate this.

For the evaluation of the management plane, this research evaluated the per-
formance of the authentication and authorization infrastructure and management
plane that this research had built. The performance evaluation will be based on
the environment used in the joint research, operational examples through actual
management and operation in the environment of KMD IdP (Identity Providor),
which is currently being built and maintained, and qualitative evaluation based
on the opinions of operators.

Based on the results of this research, this research will also make recommenda-
tions for standardizing a management plane to authentication and authorization
mechanism and its operational methods.

The architecture proposed in this study, which a management and operation
integration plane, can be easily implemented in various organisations and enables
a certain degree of system failure and account management and operation. In
addition, the implemented authentication and authorisation infrastructure, man-
agement and operation integration plane and other tools are all publicly available
and can be used freely within the scope of the licence. These tools help to solve
the problems of current certification and authorisation and contribute to the re-

alisation of practical certification and authorisation infrastructures.

Keywords:

management and operation, security, network, system architecture, authentication

and authorization infrastructure
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e CPU:4Core
o Mem:8GB

e Disk:32GB
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2. MERFIEANFLE S 1172 docker-compose. yml % L E)

av VR

$ docker-compose up -d --build

Hi7:

daiya@sandboxidp-portal: /idp$ docker-compose up -d --build
WARNING: The SSL_DOMAIN variable is not set. Defaulting to
a blank string.
WARNING: The SSL_STAGING variable is not set. Defaulting to
a blank string.
WARNING: The DB_ADDR variable is not set. Defaulting to

a blank string.
WARNING: The DB_DATABASE variable is not set. Defaulting to
a blank string.
WARNING: The DB_USER variable is not set. Defaulting to

a blank string.
WARNING: The DB_PASSWORD variable is not set. Defaulting to
a blank string.
Building keycloak

Sending build context to Docker daemon 9.728kB

Step 1/2 : FROM jboss/keycloak

--->011a708d97bf
Step 2/2 : ADD themes/welcome /opt/jboss/keycloak/themes/keycloak
/welcome

--->Using cache

--->43fa6ae03ed0

Successfully built 43fa6ae03ed0
Successfully tagged idp_keycloak:latest
Starting idp_keycloak_ 1 ... done
Recreating idp_https-portal_l1 ... done

3. VAT LDWEH U & &R
av vk
$ docker ps
HiJ:
daiya@sandboxidp-portal: /idp$ docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
5be2742d0f25 steveltn/https-portal:1 "/init" 7 seconds ago
Up Less than a second 0.0.0.0:80->80/tcp, :::80->80/tcp,
0.0.0.0:443->443/tcp, :::443->443/tcp idp_https-portal_l 967acf6632e2
idp_keycloak "/opt/jboss/tools/do " 13 minutes ago
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Up 7 seconds 0.0.0.0:8080->8080/tcp, :::8080->8080/tcp,
8443/tcp idp_keycloak-1

WICEHERARE TV -V OBEHIEL FIEIZOWTHRRS, BBIH5I1LD
WTH, AR UABREEHESE LY —2a—RFoxyrya— R, EBREIZOWTIE
LR U7\, MR T4 L2 MV IEX D va— RNUELZY —ZXA3—KD by
TT4V 7 ) eT 5, FIHEEBREOEMEIZODWTIEUTD@ED,

1. BEEOMMIZEDLE T, v 7 OEMFEM,. FIALTWAY 7 b7 =7 D/N—
Ta vOBEEREY —Ad— RS UEIE

2. MERFNEAFLHK X 1172 docker-compose . yml % L)
aw Kk
$ docker-compose up -d --build
HiJ:
daiya@albireo: /sandbox/logs$ docker-compose up -d --build
Creating network "logs_default" with the default driver
Building fluentd
Sending build context to Docker daemon 4.096kB
Step 1/6 : ARG FLUENTD_VERSION
Step 2/6 : FROM fluent/fluentd:$FLUENTD_VERSION
-—-->2cb2d31lele3d
Step 3/6 : USER root
--->Using cache
--->91300b5c68£5
Step 4/6 : ARG FLUENTD_PLUGION_VERSION
--->Using cache
-——>a7b03£092253
Step 5/6 : RUN gem install fluent-plugin-elasticsearch
--no-document --version
$FLUENTD_PLUGION_VERSION
--->Using cache
—--->6b8cd305ecd2
Step 6/6 : USER fluent
--->Using cache
-—->c250897a63c7
Successfully built c250897a63c7
Successfully tagged logs_fluentd:latest
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Creating logs_elasticsearch.1 ... done
Creating logs metricbeat_1 ... done
Creating logs_fluentd_.1 ... done
Creating logs_kibana_ 1l ... done

3. /XTAb i@bf\_;— t%ﬁﬁwu
e N

$ docker ps

i

daiya@albireo: /sandbox/logs$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

f3aab6ac2ca82 kibana:8.3.2 "/bin/tini -- /usr/1:-*" 10 seconds ago

Up 8 seconds 0.0.0.0:5601->5601/tcp, :::5601->5601/tcp logs_kibana_1
faf0266a9721 logs_fluentd "tini -- /bin/entryp--" 10 seconds ago

Up 8 seconds 5140/tcp, 0.0.0.0:24224->24224/tcp, 0.0.0.0:24224
->24224/udp, :::24224->24224/tcp, :::24224->24224/udp logs_fluentd_1
e301a2bab302 docker.elastic.co/elasticsearch/elasticsearch:8.3.2
"/bin/tini -- /usr/1---" 10 seconds ago Up 9 seconds 0.0.0.0:9200
->9200/tcp, :::9200->9200/tcp, 9300/tcp logs_elasticsearch 1
07d40ec1f9ac docker.elastic.co/beats/metricbeat:8.3.2 "/usr/bin/tini

-= /u~-" 10 seconds ago Up 9 seconds logs metricbeat_1

INSEIITHEEITO DICBBEL 25 ATy THIE, Eidl, 2. THY, HE
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W’%%L%M%h@# VZDOEMERERE T IO NS T 7R ATBHIET
T, MERTHHEEIEK6.11TRT (1), (2). 4) THD, EBITHERL -FERE
bfixaz6&64:m¢LD\%yxTAﬁEbemézaﬁﬁﬁfgéo

B 6.2 (1) GRaEad Ay B O B R
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o722 25, FEREULTIEY =A== RNIZHOAEFNERBEEBDO T RTDIH
HEMRAIZF 2y 7 L TWRP-72Z LIERR LT\, Z OREDE < Mk
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Welcome home
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B 6.4 (3)EHLEMAMRE 7L — v OEMEMER

BRAEEFIR

F PR B OB HE L PIEIZOWTIERR S, ZEhHid U - RS
Y —2a—Foxyvuo— R EBEICOWTIEER LRV, HEERDOT «+ L
RV EY A —RUEHLAZEY —R2A32—FDOhy 7T 2 VT35, F
JIE & FEELDEAEIZDOWTIELAT D@D,

1. BEOMEI-ELET, BAEL LS TWVWAYHlI—YF—, RAT—R, F—
RR—ZADINAT — R, FEHED R A A V&40 OBIEEE T 74 )V & ERK

2. HEOMMIZEHLE T, TOMMBERREZHEHRALY — A3 — RSk
EAE\ L/ ﬂ?

3. MERFIHASFLHK X 1172 docker—-compose . yml % #2 i
av v R
$ docker-compose up --env-file idp_.env -d --build
HiJ:
daiya@sandboxidp-portal: /idp$ docker-compose up --env-file idp..env
-d --build
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Building keycloak

Sending build context to Docker daemon 9.728kB
Step 1/2 : FROM jboss/keycloak
-—->011a708d97bf

Step 2/2 : ADD themes/welcome /opt/jboss/keycloak/themes/keycloak/welcome
--->Using cache

-—-->43fa6ae03ed0

Successfully built 43fa6ae03ed0

Successfully tagged idp_keycloak:latest
Starting idp_keycloak_ 1 ... done

Recreating idp_https-portal_l ... done

4. VAT LDEE U & 2R
av VR
$ docker ps
Hi:
daiya@sandboxidp-portal: /idp$ docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
5be2742d0f25 steveltn/https-portal:1 "/init" 12 minutes ago
Up Less than a second 0.0.0.0:80->80/tcp, :::80->80/tcp, 0.0.0.0:443
->443/tcp, :::443->443/tcp idp-https-portal_l
967acf6632e2 idp_keycloak "/opt/jboss/tools/do "-" 32 minutes ago
Up 7 seconds 0.0.0.0:8080->8080/tcp, :::8080->8080/tcp, 8443/tcp
idp_keycloak-1

IVEMEARESG TV — VO GEE FIHIZOWTHRRS, B IZH 512D
WTH, B U72BERHEE LY — 23— FRDXx > ru— R, ERIzOWTIX
SR U AW, BEEEOT L 27 MV IFA Y e — RUEBLAEY —A3— KD b v
T4 L7 dY T 5, FIEHEEROEEIZODOWTIXLATO®@ED,

1. HEBOMIcEHLE T, BEE B >TWAR ZOMEE. FIHLTWSY

TR 2T DON— 3 v DOBIEER T 74 ) 2R
2. HEBOMMIZELE T, ZTOMBERERBEANAMRLY — A3 — K151
s U IE

3. MERLFIEASFL#K X 1172 docker—compose . yml % #2 i
=
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$ docker-compose up --env-file logs_.env -d --build
HiJJ:

daiya@albireo: /sandbox/logs$ docker-compose up --env-file logs_.env -d
--build

Creating network "logs_default" with the default driver
Building fluentd

Sending build context to Docker daemon 4.096kB

Step 1/6 : ARG FLUENTD_VERSION

Step 2/6 : FROM fluent/fluentd:$FLUENTD_VERSION
--->2cb2d31lele3d

Step 3/6 : USER root

--->Using cache

-——>91300b5c68£5

Step 4/6 : ARG FLUENTD_PLUGION_VERSION

--->Using cache

--->a7b03£092253

Step 5/6 : RUN gem install fluent-plugin-elasticsearch --no-document
--version

$FLUENTD_PLUGION_VERSION

--->Using cache

-—-->6b8cd305ecd2

Step 6/6 : USER fluent

--->Using cache

-—-—->c250897a63c7

Successfully built c250897a63c7

Successfully tagged logs_fluentd:latest

Creating logs_elasticsearch_ 1 ... done
Creating logs metricbeat_1 ... done
Creating logs_fluentd_.1 ... done
Creating logs_kibana_l ... done

4. YATLDEBU 2 & 2R
a< v R
$ docker ps
HiJJ:
daiya®@albireo: /sandbox/logs$ docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
f3aa6ac2ca82 kibana:8.3.2 "/bin/tini -- /usr/1--*" 8 seconds ago
Up 5 seconds 0.0.0.0:5601->5601/tcp, :::5601->5601/tcp logs_kibana_1
faf0266a9721 logs_fluentd "tini -- /bin/entryp--" 8 seconds ago
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Up 5 seconds 5140/tcp, 0.0.0.0:24224->24224/tcp, 0.0.0.0:24224
->24224/udp, :::24224->24224/tcp, :::24224->24224/udp logs_fluentd_1
e301a2bab302 docker.elastic.co/elasticsearch/elasticsearch:8.3.2
"/bin/tini -- /usr/1l-*" 10 seconds ago Up 8 seconds 0.0.0.0:9200
->9200/tcp, :::9200->9200/tcp, 9300/tcp logs_elasticsearch 1
07d40ec1f9ac docker.elastic.co/beats/metricbeat:8.3.2 "/usr/bin/tini

-= /u" 10 seconds ago Up 9 seconds logs_metricbeat_1
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Docker Desktop  Upgrade plan

Containers
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Docker Desktop  Upgrade plan

Containers

G-
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Running (3/3) L]

Running

Running

Running

M 6.6 Windows10 Docker Desktop kT D 11 7 A 0 i 5
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A. EREFEREEBODERETO— K
Dockerfile (IdP DF%EFE)

FROM jboss/keycloak

# Overwrite welcome page
ADD themes/welcome /opt/jboss/keycloak/themes/keycloak/welcome

docker-compose.yml (FRaE#S AJ F:ME IR DEETH)

version: "3"
services:
https-portal:
image: steveltn/https-portal:1
ports:
- ’80:80°
- ’443:443°
links:
- keycloak
restart: always
environment:
DOMAINS: ’>${SSL_DOMAIN} -> http://keycloak:8080’
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STAGE: ’${SSL_STAGING}’
# FORCE_RENEW: ’true’
volumes:
- ../https-portal-data:/var/lib/https-portal
keycloak:
#image: jboss/keycloak
build: keycloak
# log O permition D7 root user THEAT
user: "0:0"
restart: always
ports:
- '"8080:8080"
environment:
- "KEYCLOAK_USER=${KEYCLOAK_USER:-admin}"
- "KEYCLOAK_PASSWORD=${KEYCLOAK_PASSWORD:-komediadesign}"
- "PROXY_ADDRESS_FORWARDING=true"
# "KEYCLOAK_LOGLEVEL=DEBUG"
# - "ACL_IP=172.16.0.0/16"
#
#

"SSL_DOMAIN=www.example.com"
"SSL_STAGING=production"

- "DB_VENDOR=${DB_VENDOR:-h2}"

- "DB_ADDR=${DB_ADDR}"

- "DB_DATABASE=${DB_DATABASE}"

- "DB_USER=${DB_USER}"

- "DB_PASSWORD=${DB_PASSWORD}"

B. OV 7B TRISHRELIER
e key : value
e cpu : CPU usage
e load : CPU load averages
e memory : Memory usage
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e network : Network 10

e process : Per process metrics

e process_summary : Process summary

e uptime : System Uptime

e socket_summary : Socket summary

e core : Per CPU core usage

e diskio : Disk IO

o filesystem : File system usage for each mountpoint
o fsstat : File system summary metrics

e socket : Sockets and connection info

C. EBELELYY—RAT—9DT—9HEEDH
VY — AT —RDEH

{

"metrics":{
"container":"example_val",
"cpu":"example_val",
"diskio":"example_val",
"healthcheck":"example_val",
"info":"example_val",
"memory": "example_val",
"network":"example_val",

3,

"logs":"syslog"

"period":"10s"
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HHENs VY —ZAT7—XDT — Xk - cpu fEHEDOH

{

"Q@timestamp": [
"2023-01-17T10:07:06.801Z"

1,

"agent.ephemeral_id": [
"8eef2809-21a4-4c91-940b-9e0b2630d42f0"

1,

"agent.hostname": [
"sandboxidp-kmd"

1,

"agent.id": [
"180cc86d-0532-4bb1-a8f2-1e25e16292cd"

1,

"agent.name": [
"sandboxidp-kmd"

1,

"agent.type": [
"metricbeat"

1,

"agent.version": [
"8.3.3"

1,

"beats_state.state.host.name": [
"sandboxidp-kmd"

1,

"beats_state.timestamp": [
"2023-01-17T10:07:06.801Z2"
1,
"container.cpu.usage": [
0.041
1,
"container.id": [
"7ce8cbbefa2c33f6be754£65a4b9365d574cce30d89d2ebd23105a7dccadalda"
1,

172



NECS C. EHELZVY —AT—RDT — XEEDH

"container.image.name": [
"docker.elastic.co/beats/metricbeat:8.3.3"

1,

"container.name": [
"idp_metricbeat_1"

1,

"container.runtime": [
"docker"

1,

"docker.container.labels.com_docker_compose_config-hash": [
"12c983f69b£31473d7eb6aebc37blab9fb6146df6422fa83204cba82c2fa38b3e"

1,

"docker.container.labels.com_docker_compose_container-number": [
nqn

1,

"docker.container.labels.com_docker_compose_oneoff": [
"False"

1,

"docker.container.labels.com_docker_compose_project": [
"idp"

1,

"docker.container.labels.com_docker_compose_project_config files": [
"docker-compose.yml"

1,

"docker.container.labels.com_docker_compose_project_environment_file": [
"../idp_.env"

1,

"docker.container.labels.com_docker_compose_project_working dir": [
"/home/daiya/idp"

1,

"docker.container.labels.com_docker_compose_service": [
"metricbeat"

1,

"docker.container.labels.com_docker_compose_version": [
"1.29.2"

1,
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"docker.container.labels.description": [
"Metricbeat is a lightweight shipper for metrics."

1,

"docker.container.labels.io_k8s_description": [
"Metricbeat is a lightweight shipper for metrics."

1,

"docker.container.labels.io_k8s_display-name": [
"Metricbeat image"

1,

"docker.container.labels.license": [
"Elastic License"

1,

"docker.container.labels.maintainer": [
"infra@elastic.co"

1,

"docker.container.labels.name": [
"metricbeat"

1,

"docker.container.labels.org_label-schema_build-date": [
"2022-07-23T00:38:04Z"

1,

"docker.container.labels.org_label-schema_license": [
"Elastic License"

1,

"docker.container.labels.org_label-schema_name": [
"metricbeat"

1,

"docker.container.labels.org_label-schema_schema-version": [
"1.0"

1,

"docker.container.labels.org_label-schema_url": [
"https://www.elastic.co/beats/metricbeat"

1,

"docker.container.labels.org_label-schema_vcs-ref": [
"1755b5dd3127bf755ee39deb25a802438bdac620"

1,
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"docker.container.labels.org_label-schema_vcs-url": [
"github.com/elastic/beats/v7"

1,

"docker.container.labels.org_label-schema_vendor": [
"Elastic"

1,

"docker.container.labels.org_label-schema_version": [
"8.3.3"

1,

"docker.container.labels.org_opencontainers_image_created": [
"2022-07-23T00:38:04Z"

1,

"docker.container.labels.org_opencontainers_image_licenses": [
"Elastic License"

1,

"docker.container.labels.org_opencontainers_image_title": [
"Metricbeat"

1,

"docker.container.labels.org_opencontainers_image_vendor": [
"Elastic"

1,

"docker.container.labels.release": [
K

1,

"docker.container.labels.summary": [
"metricbeat"

1,

"docker.container.labels.url": [
"https://www.elastic.co/beats/metricbeat"

1,

"docker.container.labels.vendor": [
"Elastic"

1,

"docker.container.labels.version": [
"8.3.3"

1,
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"docker.cpu.kernel.norm.pct": [
0.022

1,

"docker.cpu.kernel.pct": [
0.045

1,

"docker.cpu.kernel.ticks": [
32379137648000

1,

"docker.cpu.system.norm.pct": [
1

1,

"docker.cpu.system.pct": [
2

1,

"docker.cpu.system.ticks": [
5161245570000000

1,

"docker.cpu.total.norm.pct": [
0.041

1,

"docker.cpu.total.pct": [
0.081

1,

"docker.cpu.user.norm.pct": [
0.018

1,

"docker.cpu.user.pct": [
0.037

1,

"docker.cpu.user.ticks": [
24624187822000

1,

"ecs.version": [
"8.0.0"

1,
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"event.dataset": [
"docker.cpu"

1,

"event.duration": [
2049919440

1,

"event.module": [
"docker"

1,

"host.name": [
"sandboxidp-kmd"

1,

"kibana_stats.timestamp": [
"2023-01-17T10:07:06.801Z2"

1,

"logstash_stats.timestamp": [
"2023-01-17T10:07:06.801zZ2"

1,

"metricset.name": [
"epu"

1,

"metricset.period": [
10000

1,

"service.address": [
"unix:///var/run/docker.sock"

1,

"service.type": [
"docker"

1,

"timestamp": [
"2023-01-17T10:07:06.801z2"

1,

"_id": "28kyv4UBM4JmurvuzZSOr",

"_index": ".ds-metricbeat-8.3.3-2023.01.06-000005",

"_score": null
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{
type=LOGIN,
realmId=keio,
clientId=idptest,
userId=4a70fale-ccbb-4705-b583-e8b2210a1544,
ipAddress=131.113.199.55,
auth_method=openid-connect,
auth_type=code,
response_type=code,
redirect_uri=http://canopus.kmd.keio.ac. jp/apps/
sociallogin/custom_oidc/keio,
consent=no_consent_required,
code_id=8f27bab3-e474-4380-8e9c-d0dfc3abf30b,
username=latte,
response_mode=query,
authSessionParentId=8f27bab3-e474-4380-8e9c-d0dfc3abf30b,
authSessionTabId=iBqUV68h18Y"

+

07 HERDOEET 71V

embed-server --server-config=standalone-ha.xml --std-out=echo
# access log enabling
/subsystem=undertow/server=default-server/host=default-host/

setting=access-log:add

# access log size rotating
/subsystem=logging/size-rotating-file-handler=ACCESSLOG:
add(file={path=access_log.log,relative-to=jboss.server.log.dir})
/subsystem=logging/size-rotating-file-handler=ACCESSLOG:
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write-attribute (name=level,value=INFO0)
/subsystem=logging/size-rotating-file-handler=ACCESSLOG:
write-attribute (name=rotate-size, value=10M)
/subsystem=logging/size-rotating-file-handler=ACCESSLOG:
write-attribute (name=max-backup-index, value=5)
/subsystem=logging/size-rotating-file-handler=ACCESSLOG:
write-attribute (name=append,value=true)
/subsystem=logging/size-rotating-file-handler=ACCESSLOG:
write-attribute (name=formatter,value=

"%d{yyyy-MM-dd HH\:mm\:ss,SSS} %-5p [%c] (%t) %s%e%n")
/subsystem=logging/size-rotating-file-handler=ACCESSLOG:
write-attribute (name=autoflush,value=true)

/subsystem=logging/root-logger=R00T:add-handler (name=ACCESSLOG)

# event log enabling
/core-service=management/access=audit/

logger=audit-log:write-attribute (name=enabled,value=true)

# event log setting
/subsystem=logging/logger=org.keycloak.events:add
/subsystem=logging/logger=org.keycloak.events:

write-attribute (name=level,value=DEBUG)

# event log size rotating
/subsystem=logging/size-rotating-file-handler=EVENTLOG:
add(file={path=events.log,relative-to=jboss.server.log.dir})
/subsystem=logging/size-rotating-file-handler=EVENTLOG:
write-attribute (name=level,value=DEBUG)
/subsystem=logging/size-rotating-file-handler=EVENTLOG:
write-attribute (name=rotate-size, value=10M)
/subsystem=logging/size-rotating-file-handler=EVENTLOG:
write-attribute (name=max-backup-index, value=5)
/subsystem=logging/size-rotating-file-handler=EVENTLOG:
write-attribute(name=append,value=true)
/subsystem=logging/size-rotating-file-handler=EVENTLOG:

write-attribute (name=formatter,value=
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"%d{yyyy-MM-dd HH\:mm\:ss,SSS} %-5p [%c]l (%t) %sle%n"
/subsystem=logging/size-rotating-file-handler=EVENTLOG:
write-attribute (name=autoflush,value=true)
/subsystem=logging/root-logger=R0O0T:add-handler (name=EVENTLOG)

FEIZEE S N B 1 7 D

-~

"@log_name": [
"docker.keycloak"

1,

"@log_name.keyword": [
"docker.keycloak"

1,

"Q@timestamp": [
"2022-09-14T07:08:57.700Z"

1,

"auth_method": [
"openid-connect"

1,

"auth_method.keyword": [
"openid-connect"

1,

"auth_type": [
"code"

1,

"auth_type.keyword": [
"code"

1,

"authSessionParentId": [
"8f27bab3-e474-4380-8e9c-d0dfc3abf30b"

1,

"authSessionParentId.keyword": [
"8f27bab3-e474-4380-8e9c-d0dfc3abf30b"

1,

"authSessionTabId": [
"iBqUV68h18Y"
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1,

"authSessionTabld.keyword": [
"iBqUV68h18Y"

1,

"clientId": [
"nextcloud-hitachi"

1,

"clientId.keyword": [
"nextcloud-hitachi"

1,

"code_id": [
"8f27bab3-e474-4380-8e9c-d0dfc3abf30b"

1,

"code_id.keyword": [
"8£27bab3-e474-4380-8e9c-d0dfc3abf30b"

1,

"consent": [
"no_consent_required"

1,

"consent.keyword": [
"no_consent_required"

1,

"hostName": [
"bf9dd6a94dd8"

1,

"hostName.keyword": [
"p£9dd6a94dd8"

1,

"ipAddress": [
"131.113.199.55"

1,

"ipAddress.keyword": [
"131.113.199.55"

1,

"level": [
"DEBUG"
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1,

"level.keyword": [
"DEBUG"

1,

"loggerClassName": [
"org.jboss.logging.Logger"

1,

"loggerClassName.keyword": [
"org.jboss.logging.Logger"

1,

"loggerName": [
"org.keycloak.events"

1,

"loggerName.keyword": [
"org.keycloak.events"

1,

"message": [
"type=LOGIN, realmId=keio, clientId=idptest,
userId=4a70fale-ccbb-4705-b583-e8b2210a1544,
ipAddress=131.113.199.55,
auth_method=openid-connect,
auth_type=code, response_type=code,
redirect_uri=http://canopus.kmd.keio.ac. jp/
apps/sociallogin/custom_oidc/keio,
consent=no_consent_required,
code_id=8f27bab3-e474-4380-8e9c-d0dfc3abf30b,
username=latte, response_mode=query,
authSessionParentId=8f27ba53-e474-4380-8e9¢c-d0dfc3abf30b,
authSessionTabId=iBqUV68h18Y"

1,

"_id": "QmrUOoMB342R0OoGeWd_s",

"_index": "fluentd-20220914",

"_score": null
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{
type=LOGIN,
realmId=keio,
clientId=idptest,
userId=4a70fale-ccbb-4705-b583-e8b2210a1544,
ipAddress=131.113.199.55,
auth_method=openid-connect,
auth_type=code,
response_type=code,
redirect_uri=http://canopus.kmd.keio.ac. jp/apps/sociallogin/

custom_oidc/keio,

consent=no_consent_required,
code_id=8f27bab3-e474-4380-8e9c-d0dfc3abf30b,
username=latte,
response_mode=query,
authSessionParentId=8f27bab3-e474-4380-8e9c-d0dfc3abf30b,
authSessionTabId=iBqUV68h18Y"

+

7720 7 OHAFHIE S B L index {LD config 7 7 A )V

<source>
Otype forward
port 24224
bind 0.0.0.0

</source>

<filter *.x*x*>
@type parser
key_name log
reserve_data false
<parse>
@type json
</parse>
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</filter>

<match *.*x*>

Q@type copy

<store>
O@type elasticsearch
host elasticsearch
port 9200
logstash_format true
logstash_prefix fluentd
logstash_dateformat %Y/m%d
include_tag_key true
type_name access_log
tag_key @log_name
flush_interval 1s
utc_index false
enable_ilm true

</store>

<store>
@type stdout
</store>
</match>

77X A0S DES

{
"properties": {
"@log_name": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256
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"Q@timestamp": {

"type": "date"
3,
"hostName": {

"type": "text",

"fields": {

"keyword": {
"type": "keyword",

"ignore_above": 256

+
1,
"level": {
Iltypell . “teXt n s
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256

}

1},

"loggerClassName": {
"type": "text",
"fields": {

"keyword": {
"type": "keyword",

"ignore_above": 256

X
3,
"loggerName": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256
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b
3,
"mdc": {
"type": "object"
3,
"message": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 512

}
3,
"ndc": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256

+
1,
"processId": {
"type": "long"
1,
"processName": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256

186



f5

S

E. 0 7 HBTOKET — X D

"sequence": {

Iltypell . |Ilong"
} b
"threadId": {
IItypell : ||1ongll
} b

"threadName": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256

}
+s
"timestamp": {

IItypell : IIdatell

}
message N D7 7 210 7 DY

i

"kyv'": {
"field": "message",
"field_split": ", ",
"value_split": "="
b
3,
{
"geoip": {
"field": "ipAddress"
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T4 Lo
- inventory
- development.ini #FEfTEREIDEE 7 7 1V (FIFEEREAH)
- production.ini #FEATEREEDIRE 7 7 1 )V CRBFEREIH)
- roles
- create_user
- tasks
- main.yml #ETTEEEDOERT 7 1)L
- vars
- main.yml #EXEZETTEH-ODOREEBROERT 7 1)
- keycloak_create_user.yml #7 >~ 7L —h 771l

development.ini
[localhost]
127.0.0.1

production.ini
[localhost]
127.0.0.1

tasks/main.yml
- name: "Create Token for service Keycloak"
uri:
url: "{{ keycloak_base_url }}/auth/realms/master/protocol/
openid-connect/token"
method: POST
body_format: form-urlencoded
body:
username: "{{ keycloak_admin_user }}"
password: "{{ keycloak_admin_pass }}"
grant_type: "password"
client_id: "admin-cli"

register: keycloak_token
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- name: "Debug var keycloak_token"
debug:

msg: "{{ keycloak_token.json.access_token }}"

- name: "Create new user name:"
uri:
url: "{{ keycloak_base_url }}/auth/admin/realms/
{{ keycloak_realm_name }}/users"
method: POST
status_code:
- 201
headers:
Content-type: "application/json"
Accept: "application/json"
Authorization: "Bearer {{ keycloak_token.json.access_token }}"
body_format: "json"
body:
firstName: "{{ user_firstname }}"
lastName: "{{ user_lastname }}"
email: "{{ user_email }}"
enabled: "{{ user_enabled }}"
username: "{{ user_username }}"

register: keycloak_user_create

- name: "Debug var create new user"
debug:
msg: "{{ keycloak_user_create }}"

vars/main.yml

keycloak_admin_user: "changeme"
keycloak_admin_pass: "changeme"
keycloak_base_url: "https://keycloak.server"
keycloak_realm_name: "myrealm"
user_firstname: "changeme"

user_lastname: "changeme"

189



Ak G. BRI D T — X kit DA

user_email: "changeme@changeme.com"
user_enabled: "true or false"

user_username: '"changeme"

keycloak_create_user.yml

- hosts: localhost
connection: local
gather_facts: false
roles:

- create_user

G. BEBROT —IBEDH
B RO %O

.json
{

"metrics":{
"container":"example_val",
"cpu":"example_val",
"diskio":"example_val",
"healthcheck":"example_val",
"info":"example_val",
"memory": "example_val",
"network":"example_val",

3,

"logs" :"example_val"

"period":"10s"

}

EIRREER D T — & O

.json
"container":"example_val",

"cpu":"example_val",
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"diskio":"example_val",

"healthcheck":"example_val",

"info":"example_val",

"memory": "example_val",

"network":"example_val",
}
.log
log:timestamp=2023-01-11T12:34:56.7897Z ,module=1idp,data: cpu=example_val,
data:mem=example_val,data:disk=example_val,healthcheck=example_val,

info=example_val,memory=example_val,network=example_val"
ERLNG HR OD H ) D

BHFROTHE L EHERD T — X % key TY—Y L THIT 2EMHIERE E, BEHR
DHEHEERE 788 (Z O TlE. healthcheck, info % HIFR)

.json

{
"container":"example_val",
"cpu":"example_val",
"diskio":"example_val",
"memory":"example_val",
"network":"example_val",

b

H FV7L— s B&UV 77003 v07—4%9tY b
D15l
F 7L — kD]

# function T, function.yaml IZEHEINTWVWAEEEEOHT
tasks.yaml
- tasks

- name : ~create new user
function : create_user

env
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%
” ”
username : ~ test
password : ~ p@sswOrd”
- name : ~delete current user’

function : delete_user

env :
” ”
username : test

# process IJEEH/EZ LK HE. function IZEFRT 5 Z & THEIK(LA A BE
- name : ~get user info’
process : ~ GET {{url}}/auth/admin/realms/{{realm}}/users?
username={{username}} ”

body :

username :  test’

77 vova vl
# process [ZEBHR/EZE#H L. function ZE&RT D

function.yaml

- functions
- name : ~ create_user
process : ~ POST {{url}}/auth/admin/realms/{{realm}}/users”
body :
username : ~ test’
password : ~ p@sswOrd”
- functions
- name : ~delete_user’
process

- "GET {{url}}/auth/admin/realms/{{realm}}/users?

username={{username}} " > user_info
- "DELETE {{url}}/auth/admin/realms/{{ keycloak_realm_name }}

/users/{{user_info}}”
body :

2 ”
username : test
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