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Abstract of Doctor’s Thesis - Academic Year 2024

A Proof of a Decentralized Security Operation Platform for

Interorganizational Collaboration to Accelerate Incident Response

In recent years, the increase and sophistication of cyberattacks have highlighted the
limitations of individual organizations in countering them effectively. The threats
posed by highly skilled attackers are expanding, demanding rapid detection and
response from defenders. However, many organizations lack the necessary capabilities,
information, and personnel to implement effective defenses. To address these
challenges, information sharing between organizations is essential. Frameworks for
information sharing, led by government agencies and specialized organizations,
already exist and promote the rapid exchange of threat information between
participants.

Despite prioritizing accuracy and reliability, existing frameworks face challenges in
comprehensiveness and speed. Not all information is shared due to concerns about
confidentiality and costs, with an overemphasis on Indicators of Compromise (I0Cs),
while insights into attackers’ tactics and countermeasures remain insufficient.
Additionally, manual information sharing and regular meeting-based frameworks
delay the transmission of the latest attack data, hindering swift responses.

This research proposes a decentralized security operation infrastructure
(decentralized SOC) to complement existing frameworks. A decentralized SOC enables
tight collaboration between the SOCs of different organizations, facilitating
information sharing and cooperative defense beyond traditional frameworks. The key
features of a decentralized SOC include "actively utilizing diverse raw data while
safeguarding sensitive information" and "enhancing real-time capabilities through
systematization," enabling advanced threat detection and analysis.

The effectiveness of the decentralized SOC is demonstrated through three empirical
experiments, all confirming that tight information sharing between organizations
contributes to improved security.

The first experiment analyzed darknet observation data shared between
organizations, revealing that data sharing increased the detection of suspicious hosts
and expanded the scope of attack observations, thereby strengthening security
responses.

The second experiment proposed and evaluated a decentralized anomaly detection
system (AED) to prevent connections to malicious websites. By utilizing connection

trends of other organizations,, the system effectively identified suspicious connections,

1il



reducing false positives through shared connection logs and improving Area Under the
Curve (AUC). User evaluation experiments showed 93.6% of control processing was
completed within three seconds, indicating practical applicability.

As the third demonstration of the distributed SOC, we clarified the usefulness of
sharing incident response records between multiple organizations and the issues
involved in systematizing this. We automated information organization using a large-
scale language model (LLM) to improve the efficiency of information sharing. The
results of the demonstration showed that incident response records are useful for other
organizations, and clarified the effectiveness and limitations of information
organization using LLM.

This dissertation summarizes the decentralized SOC architecture, validated
through these experiments, and discusses flexible system design to efficiently address
new analytical requirements. Additionally, it proposes a method for sharing incident
response records based on dynamic access control using secure computation, ensuring
tailored access depending on the recipient and context.

This research quantitatively demonstrates the effectiveness of security information
sharing and validates the feasibility of the proposed model, contributing to the
enhancement of cybersecurity and aligning with the government’s cybersecurity
strengthening policy. By utilizing decentralized SOCs, information sharing between
critical infrastructure operators can be improved, enabling rapid, coordinated

responses.
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BEEEANR— A7 4 VA0, A RAE AR ICANT, ARG KA A o ~OBEE 3 %
WCHA LT BHEZ RIS, B CHIMERTBNRAL V2T 4 NVE ) T 5B TH
L. e 20, MEERG R AL AR LT, BN O LD o — W) bl B ¢ 82
R D72 HIE, Y RAAL NIRMETH DMEEN RO E B TE 5. Rk, EBERAA
YOAEGFHBIT - BEAICE NS EnD, HL<OOER L TWEBENRS D R AL IXRME
THOHMENENEHWT D52 ENTE D, MWEDLERNRNRZOT7 A VA IZEB LTS
G, TNV AAFAFEEATT=0 & LTEMEHEZEL TREEZK TS, —F, HE
HHNER T A VA IZEBLRWGEE, ROFHER—Z7 )V Z IR D

RN —27 4 213, MEERRER ORI (RAL 4, FAALUBEE, IP 7 N L
Z, [EFE S - ASN, 5t HRFSE) 723, RIAEeiM COBGIRRE L LT EDORETHE L <
WDHDMEIEID, RREA 2T ZENT S, AFEATEME, @ Tt @ 173
VRN, Qi) RAA CABEPE S WS 3 SOBl R A2 RKITITY. O EfFETE, A ME
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EXRRRAA L 3rdlevel RAA R —FT D0 N A A AZHEHE LT Z L3 % B AL
2—HE, B) MAEEMNRIP 7 RLRAE/24 T—HTHT RLRIZERLIZZERHDHH
RN = — %, ZRIGEHEE RN T 5. Q) 7 IV EPEOB AT, mEERO%
FEf (B LTERFZB G RAA VD Ry T LV RAAL VE) 7 3Y L LT, M
ARG N EDOH T I VICETHMNCLY, HEoBELEZEHT 5. () RAA 4
MHUEOB AT, FAA 4O n-gram %32, BMSBEICER L2 ENnHD R A
A 4 DU ERHTS.

(4) Bfla—F

w2, VAN LIRTEREa— FEAWTT A2 ZAOFEMIZOWTHAT 5. 7L
Y XLADASNTIE, ek KA A (q_domain), IP 7 KL A(q_IP), &t H Fi(g_time) L
42, Country Code(q_CC), Autonomous System Number (q_ASN)3 % 5. q_CC, _ASN
% q IP 2T HZ LN TE D, BRI A4 77 VAITHRET 5. SIS,
TNITY XLATHWAMIEE LT, TH_ hosts, TH_day, TH_close, w_closeness, w_fitness,
w_normality 7% %. w_closeness, w_fitness, w_normality |XFHH~— R 7 1 )L X DK
MOBEHSFETRTHOTH Y AFHMENL 1.0 L 72%. Dataset 13T MAERIHEMR TS, 1§
WM CoERin 7 29, £72 N 3% O n-gram THWAETH 5.

TATA~SATRHIIBER—RX 7 4 V2 D ZRT. 2/TRHICH D L O, MAEEH5D
q_domain (2856 L 7= Z & 3% 5 Dataset N —4447)% TH_hosts Z# 2 57>, q_domain
~DOERHIERE TH_day £ VRS 555G, q domain (ZEMETH HHEENEV EHIETL,
RFEAaT7=0.0ZKT BITH). i, Z<O—VFRERT D FAA o EiTE<
MOERRHD FAAL VIR THIMENENEWVIHENLL 56D THY, BEFF
72[36] i EDHFLE[34] THIFHA SN TWD. 9HT 7 = A AT g_domain & Dataset PN
— VP DOEEZFFITIT O 120, I 7 =A XTI RA A T & OBt — 508
e HRF 2 FLEk T D MEN D S, Ok, MAIEHEMEO 2 —FEBE R R A A VML - T
32 < OFREHERAZET LN EN D L. £ 2 THA L, RRIEEKD A€ ) ¥4 X% —F IR
D7D, RAA T O —V < TH days L Vi EICERNHD KAL v O—E
%, Count-min Sketch[38] } 0" Bloom Filter[39] # A\ CTE#T 25 Z L2 L7z. Count-
min Sketch |3 key (ZHJST 20 0 MREHERIIRFTTOEETH Y, key B R T
HAEY P A XIED SR, [FERIZ Bloom Filter 137 4 7 A —%& % —EDAE Y A X
THRFFTOHETHD. 22X, otre vy 7oHAE Y 4 X2 —ELNIZIZ 5
& ARIEQ) D EA(a) B R 5.

F 72, Count-min Sketch, Bloom Filter 3£{ZLERIZ B2 FHR BT key 207 A 7 2 %%
WRHTF—ETHY, REQOEMED) BT, M, mEOMEE LT, RFT 25 key £k
BWET AT DEDE 2 513 E, EBRIZIIREF L TOWRW key 74 7 LEREFLTND
LRI 5 false positive DIEASBEENE L RD T ENFITHND.

4 TTE~T ATHIX, FER—AT7 AN ZOFOEGEEICET A THL. Z 2T,
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g_domain @ 3rd level KA A KN q IP D/24 7 R L A~z LIz —V % B 7 b
L, ZO¥U)E U T closeness Z#itH T 5. = —H 4 =TH_close ® & X closeness=1.0 & 7¢
L. ZOLFT, —EBU O —FNOERIRER D FAAL LRI UHETIZHD A
AV, BWVTERBRERH S IP 7 FLRALFREY 72y NFOIP 7 FLAZRMETH DA
BEHERAEWENIE 22— AT 4 v 7 IZHSNTNWE, EFIAER T =4 X TlL, Count-
min Sketch Z{#H L T 3rd level TD KA A Ukt — L V24 TD IP 7 K L Ak
a—HHE v ML TEL.
8ITH~14 1THIX, FEN—AT7 4NV ZOHROAT TV IELNEICRET 20 TH S,

ZIZTIE, IP 7 FLUADEA - ASHFS, FAA O TLD - BEEE - 7 FAA VDK
TV, AR B K] - SER IR, D THEBEORHEE 2 HIZ, Dataset N
DIEIRE L g L=, q_IP, q_domain, q_time OFEE fitness #:RKD 5. Z 2T, KFHHK
/X numerical TIE72 < categorical 727 —# & L CALET 5.

FIZIE, BH A AKEOENR AS 5 OBEICR/NEMRITES, 77 Y & LTS S
DOHEFE L. B, 7-VVRIFEEE LTI D 2 & b AMRBED, A ENIMEEED HE (2
LIF) Ay B L), FNVREN—EME (16) LLE/Ki, Lo Xpchbd, 7=
DELTHS Z LT 5. F£72, GeolP[40] 245 Z & TA 7 —x v MERHELIZ, IP
T RUAMPLEA - ASEEEZRODDLZENTED.

E7 /AERMKIZIT one-class SVM @ L 5 2P EHAZ WD HIELG B ONDN, HAE=
A N2 D T2 DICANFZE Tl Weighted density-based outlier detection (WDOD) %
W5 [41] . WDOD 1%, #E T L IC& BT I ORI AEREZRDD Z L TATIT—X
OEREAR T2, FEEMOERFEREZE LRV, EWORMERD L. FEER DK
FRAIRZZE L2 &V D OIIRFE EOREITR Y 5 228, ABFEO X512, Mifik - CcH
ET 200y Yy 7 Tl 2 DOBEATED LU T IVERHNEZET S, 121X WDOD OFtH
FRETHDHZENHY, H 95 1 21F Dataset NEEO T 72N TN EHETHEEA
BT HZETHDL. HlxX, MEEEE#THERTE 7 =%y Mi<a—4 ID, ##i
Je R AL 2, BEREHIE>, <a2—HID, #&kefcIP 7 LA, i AR >0 2 D1 7155
NTWLHEEMETD. ZOHERAASL A EIPT RL A% 5 —IZf310 5 2 L3 T
T, BT NMAER T = A X THRFERE T 2 OEFARBEQDOEAOG QI T D Z LIl 5.
L72»L WDOD IR Z L IR AT 5720, RAA L EIP 7 KL ARFSNTU
< EHBEPEDORIENARRTH L. Lk, ST LERREEROM ST A REL 2D 2 &
T, RO EA(0) L ONe) & jii 7= TALBEN v REIC 72 5. Bigm b, RAA U4, IP 7 RL X,
B AR cou 7L LTEXONE LTHAHEZETTLIENAETH L. T
IERL 7 = A X TiZ WDOD OE T MERRZITV, 987 = A X Tidz =Y & WDOD &7
L DFUEERD S .

154TH~181THIX K A A 4 FELE normality OEHALECTH 0, Dataset NIZH D N
A AL g domain & DFLEEZRD D, KA A U ZHLEEIX, q_domain D47~/ D n-
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gram 7%, Dataset N KA A @ n-gram |Z& FNHME L ILICEHET 5. 2 Z CTn-gram
X, HDHTHNE n LT T L ICEKY o e T SCFHIOEE TH S, il 41X, hitachi” @
3-gram 137 hit” , “ita” , “tac’ , “ach’, “chi’ ®5oThHD. KA L AOMPEE
W27 H L72BEAEAFSE & LCiRI35] [42] 72 &3 ® 5. RRZ[35] (3L L R U< n-gram %
AV Tng., E#nE LT, AFETIIELEOMHEA 0~1 ORICAL X 5 ESET 5729
WCHBBHED Z > 7 2RO TWDL AN DD, T NMMERT = A X TlL Dataset WD KA A
> ® n-gram OO U 7 F1F %2470, 59877 = A A Tld g_domain @ n-gram 7
T ERDD.

1947TH~201THIX, AiBETR®D7- closeness, fitness, normality & I REE A 2T &
BT 2. BHICYS - > CTlE%E% w_closeness, w_fitness, w_normality TEZA-3F LN
FIVHERD D, AROEY RFEEA T X 0~1 OEZEY, ERKEWVIEEREFEENE
WZ L EfET.

#£ 41 w7007 A

# VRN il

1 Hefoi 0 IRy 2020-02-01T12:00:00:00.000
2 | T O 203.0.113.1

3 | BT A FDRAL A www.example.com

4 | RAALRITHIETHIP T FLPA 0 1192.0.2.1

AN BEERTREE (FX1>, IPYRUR, PICRFELERRE)

(e.g., aaa.suspicious.example.net, 192.0.2.1, 2020-08-11T11:50:33)

AN 7N IUZ L

mEEENR—2T4)L5 ‘
BEEMRRAIAD7IEANBECFEELR
S EE(CTI/LS

m AR —-2T4)L5 ‘ \
FSEMR7ILAOHHEN, BEEE0I-Y
FEEENSEDIZE AL LN ER(C TS

BIERXL>

4.3 BEWEMTALTY X AORE

30



UZARN1 BEBRMTALIY ZALAORLa—R

1 #q domain iC7 7 B A Lz —H 7 TH hosts % D,
H LLILTH day LVIBEILT 7 BARS 856, WM score = 095

2 if | {h | h in Dataset and h.hasAccesed (g domain)}| > TH hosts
or | {h | h in Dataset and h.hasAccesedBefore (q domain,TH day)}| > 0:

3 return score = 0.0

4 #g_domain @ 3rdlevel domain F£7iXg IP/24 127 7R LIz —PHIIS LT,
WET 7B AL DITE closeness HEFHA.

5 domain3rd = get3rdLevelDomain (q domain)

6 Closeness = | {h | h in Dataset
and h.hasAccesed(domain3rd)}| + |{h | h in Dataset and
h.hasAccessed (g _IP/24)}|

7 Closeness = min(Closeness/TH close, 1.0)

8 #CC, ASN, TLD, B %I#, weekday/weekend, RAA MEEH - V7 KA AL KD
B, BT ITVEMTO fitness (EHESR) 2K

9 domainlst = getTopLevelDomain (q domain)

10 type of hour = getTypeOfHour (q time)

11 type of day = getTypeOfDay(q time)

12 domain length range = logis(maximum length of subdomaind of g domain)

13 domain hierarchy range = logz(# of dot in g domain)

14 fitness = WDOD(g CC, g ASN, domainlst, type of hour,
type of day, domain length range, domain hierarchy range)

15 #2ndlevel domain ABEDH LD KA A &R E LTz n-gram @ rank OEA, KO
BIEEN D, FAA AT 57—ty b OBEUELFHET S

16 for token in getN-gram(q domain) :

17 name_rank += log:(rank(token)) / log:(# of unique tokens in
Dataset)

18 normality = 1.0 - name rank / (# of tokens in g domain)

19 #Xy hT—7 EOILE, ROHT IV BLRO R E % BKICRE&N 7 outlier score ZitH
T5

20 return
score = 1.0-
(w_closeness*closeness+w_fitness*fitness+w_normality*normality)

4.3.3 AED

AED 1ZTREY A F~OHEEGNTAE LB, BEMAEERND RA AL U otra Yy 7 IR
EOMEREEITY. BONIEAREEDON, /hDH DR TFOED-BIMEE B Z 728, it
Web A b~DEHTHD EHEL, BMFEGEEZITH. ZICX Y, BEM CRE S HE
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INTHAETYH, MAMOBLE CTER ThIUTER &AM Ih, BRBEmAHlTE 5.
2%, AED TITEMRFEL LTAMEBREZHBTL2F 22—V 7T XA FTHD
Completely Automated Public Turing test to tell Computers and Humans Apart (LAR,
CAPTCHA) #& ﬁ’i’n%“ﬁ‘é CAPTCHA 2LV, ARICX é% GRS S ARG LI N
D, WIVY = T I K DAY 2Rt T IE kT 9 5 . CAPTCHA FRREIC TR OREIEN & 5.
ZTDOHT, :L“—"j‘ﬁl@éﬁ_é ZEDRG T, IRKEXLTWD, BHEIZHEKR I LFE A
NT5HRERA LTS, —J5T, KFAD CAPTCHA #¥FE% 2209 HiF5t[43] ,[44] ¢
T TV, AED TIHBIFEREO HRT AR TH D720, 22—V OFIEHET LD Z
YALEBRB LN, L0 RN ARSI L b AETH .
4.4 B il
441 £
42FHDY 7222, TT7y 8T —2h, HpfrY v 71X, Python ® Web 77U
r—ar 7 b—AU—"Th5 Flask[45] %MW CTIER L, Docker[46] @ =7 F THELT
L.
# 4.2 |ZFHE L 72F8GE Proxy OV AED 130T 1 A — S RICEE L. 72, &
B SOC Mkt 1 Ao — " hicEELZ, £, £ — N3~ TRk L. £
2 12K — DO MREE T,

* 4.2 KY— OMEE

H— i CPU 2 7% Memory [GBI
#RE Proxy + AED 4 4
ATV 2ETT o b 8 16
7 F— A
(V7 =2 Z1)
ATV 2HETT o b 2 8
7 F— A
(L AR Z)

442 T—2tv b+

Ak A, Mk B 23 RFosERi e 72 VT, 2N ENOMMBOBSEEIN CTh 5 o ET L
ZAERC L7z, Ak A 1X AED 2519 5 10 ARRE QNS C, #H#k B 13X 1000 ALLE
DORBIBHEFE DT — & ZFIH Lz, BT /AERICFIAT 24k = 7121%, dns 1 7 & traffic
7R3V, dns v 7T, #Eke A, BEpioc O, Sk O KA AL A0,
traffic = 73R AR, BT OFAIF, FAA CAICIET 5 IP 7 F L ARSI
TV, #£ 43128 v Z7OESHMH, LU A 2O TORT. #H, #ik B O dns =
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7, traffic m 7%, FEBREBER OGS EEEITORMIF D EE SILTWRW. RAAL U oHa
// 7 T, EIEITCOMAIT LR e A NOMEENE UEkie 7L, 1 D LhET LR

WHWZRW., —HREEIGI 082D 5 &, jlogkin 7 & LGRS BET T L 57H
Lﬁ%Eﬂé.;®kb%%ﬁﬁ%?ﬁIEméhfwé%ﬁk%@ﬁékﬁ%;Ewﬁ
AU DN, BEREEZFA L ARFEHE S V) BROEBITITRE REEN RV EE X
biLd.

HETE 2 AR A OBHGED RIEDEMENZHET 20 b7, BYE Web ¥4 b7
— X%, BT MU Lio7— & S13 B 2 RIS, Mk A B8R L7 RA A 20
7o A LERWET =2 OPICEMET =203 EEnn2 LI, REATHD. £z, &
P Web ¥4 b7 —%1%, PhishTank [47] 2>GUUE L7=H A NEEEZH W, BT —X 0O
AR OWTIZRMET =2 L AbE . RAAL VCEET -2 O #MEA L TND 2
&ﬁgﬁfhb,ﬁ’%@ﬁ(%?wW%Z%%t@WM)T%oktbf%,ﬂﬁﬁ%@
—fBrEiT g bR, i, AHEESROMEREITN SR R A A OEFHICIKE LW
@?~5tyFW%L%LT%;®Mi%ELﬁw.%M%M®TW&LOVT%4A\_
R

#* 4.3 ETMERICHIA L-#kin 7

JipgEa- | B9 A X B9 A X
(dns 1 7") (traffic v 7")
FHME A | 2021451 H 26 H~20214£2 A 5 H | 249,712/ 247,735/
(11 A ) # 20MB # 50MB

AR B | 20214E1 H 26 H~20214£2 H 5 A | 31,132,557/ | 83,136,528/
(11 BH#) # 3GB # 18GB

F 44 TAINT—H

JipgES il | (G2 15 R
B 202142 H 8 H~2021 42 H 12 H | 1,930 FHE A 23EERE L7
FA MEE (5 A ) RAA Y
M 202142 4 8 H~20214£2 H 12 H | 1,620 PhishTank 7> 5 L4
YA M (5 HH) LIz RAAL

443 FHEEE
FHEIEEIILA T O Th 5. FHIIIERENM ThH 5 WL 2 Hu 72 AED (LA, WL &
AED) WL 7 AED OFREICINZ, WL IZE EeWEEktickt LT, H—fikontrts
TRV RERMEZITS AED (LI, BEHIE AED), KUOHMEk A, B OSHTET V%
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W2 Bl AED (BIFE, o8RRI AED) @ 8 /3% — 20\ T{T> T
<. F7, UBEENEho O 3FERFL %, WL, Outlier, DeOutlier &9 %.
(1) BMEYA FOBRMBE

£ A4 TR LT A M T =22V, BEBRME AED KOV E il AED o
Web %A MEHFGEIZ OV TR 5.

(2) A—YoFEHE

AED ZifHfi% A T 2021 4F 2 H 8 H~2021 4 2 H 26 A ® 19 AFLEH L2 RAG 547z
0 7 %5tlc, CAPTCHA AR EFH L, =—FOREEEZFEMT 5. W, AED TIIN
NLLED CAPTCHA %24 U TRt L=V A Mid WL (ZEBM S 4, KIEEEFRFIZ I
CAPTCHA A SN, ARFEBRTIE, N=1 & L7z, Zhid, FEBREFEM LMk A o
NV IpnT=dTh 5. ZDf, AED X HTTP UV 7 =& I referer ~v X 1o H5H
I CAPTCHA %34 S®7e\ . #E- T, #ht L2 KA A U Huaxt LT, CAPTCHA #4: (|
Blbielins.

Fo, BERMEAWVDLISEA, RETHEIMEICL > T CAPTCHA ORAMENR2 .
REBRTIE, 2EMEWeb A b9 5, ELSEME Web 4 e L THRIMLEEIGTHD
FRENZFEN 99, 95, 90%LL E & 725 KO ICHEA AR LTl L7z, ¥, 7 A T —XDRM

RAA v EHPE R A A NCEEITEN 2D, WLE AED OREHRIE 100%TH 5
(3) AnIEtEAE

R FIEL 7+ 7 — K Proxy &L TEHY, =—%) Web 85t 21T 9 7= NITARFRE A
a7 EFEHL, REEN-EMUEOSEIENEIEZRAESE S, ZONHIZE Y Web
BEGE D MLERRF N 2 D720, DN EAFHN Z T 5.

FEAMG % — T ALERIF I 25 2700 D 43 B R R AED 126 L CHT 9. iR T AED
TABR AR D720, LUT OMSREZ EIE L TV 5.

D Frvvi otk

REFEEHEIZHNDATHE TH D, BABELTAREEAERR NAAL A DM
HEDEPBEOMAER LR —DHE, ¥y viallAaTrzikT.

@ S ~OREEINFIEE

HAE A OHTET NV W TARFEE ZAT o 72K, 23705 0 DA B D2
ETNASNOBGEEZITORV. iU, sBERERIE AED <, kA, Mk B X5
AT D) BENNSWFERAT 5720, 2aT7OREMETHS 0 NEESH-EET
Ak B ~OMETILE®RA RS W=D THD.

444 FHERHEREEBR

S 5 4 7~ d°. Receiver Operating Characteristic (L, ROC) DFH 21T Scikit-

learn[48] %, 77 7{EmiZiX Matplotlib[49] % F\ 7-.
(1) BMEYA FOBRMBE
4.4 12K 44 TR LT =22y FEFH LA L, REHHE AED &5l
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HHEE AED © ROC #hiff 2 ~3. W, BE#HES AED 1%, ik A o#sin 7% Huni-
B4 (OutlierA) & #fk B Okt n 7 & HW 284 (OutlierB) Z 3 L7=. ROC #hf T
DOiEfE%Z AUC &FEOY, AUC 28 1ISHEWIE &, @B E N @V 2 & 27, B il AED
DA AUC I, Mk A o8kin 7 28 L7254 0.957, %k B oBpin 7 2 H L=
£ 0.961 ThH Y, HBEFEHRAE AED O%4 AUC 10975 Tholz. ZDOZ & XD, 12
RFETH DA BRAE AED 73, L Hle Ui K E CHEME Web 31 R OHIENT
THZENGND. Fio, ERFERLY, BT — 2 B2 803720 CIItkERm BT 5
LIRS RN LRSS, #ik A+B OF — & 24 LT-5A OMEREIL 0.975 & KiE
i B L, ST — 2 BN L 72720 ThHIUE, kA O F &R B O A OMREZ (0.004)
L LT, Mk B 04 LMk A+B OPEREZEE (0.014) N ZhIEFEREL 0D Z LT
LBV, ZOfRENS, YRER EOBERIZHE R T — X BOMI T/ <, Mk A Ll
MBOT—H20 1K ICRNT D AEEREVWEEZLND. MAT, MikADOT—
2 & FHEM T TRRE UL, T2 IENM DR, MBHEOILR, KD Web
TIRRIRENEZLNDN, %BE 2 DIIERENTHY, piFIEFEHIEOER DN LE
LB, EEMA EOHIKIND D, LIEnoT, ERFERAEEZ 5 L8 SOC 2LV
F—BOEEMEEA ST ERHAETHD 2 LIRBENS.

F72, TPR (BHER) 28 0.97 ALl EoEETTIx, Mk A Ofin 7 21 L 72 ®E R
A% AED @ FPR GEBRENZE) 23t & i LK< 725 Z L 2R LT 5.

(2) A—YoFEHE

X 4.5 CEAMAZBWZH Z &0 CAPTCHA 4% R~d. £7=, EHP)A T WL A
AED TREBOBBRIMBIEET D720, ZNbERIN L. £z, F 4.5 12 CAPTCHA %4
BoOMET — & 2ot M, BEBRAE AED 1T A ov 720 Tng.

X v, BEHmE AED, SHEFBRAE AED OWFhosr—2 T, WLAE AED &
bl U CAPTCHA AR A KIBICHIR TE TWVWD 2 E230h 5. WL AEIGEWBE=ET
bD, BRHFE 9% LD X HICHRELZSLA TS, Hx O CAPTCHA JE/ERIEA 1 B
TO6RILLTFTERDZENMRTE. ZhiF2—Y— A% 1 B 1EEREE 2D, BT
fF7E[34] CTlXATOa—H2 1 A 1 [BLLTFThHIUE CAPTCHA BANHFATELHE LT
BY, 2—VPRFRTEDHEEEZMERFTETWDZ ERNDND. W, O —W|HEF
L T CAPTCHA MR¥AEL TWDHAEEMEIZH DN, TOHAZTOMEL D2 —F D
CAPTCHA ANV nFEEZER L, £ < O —FRFMEMEDOIK T 2K U722V s TRhR
WhdEEZLND.

o, BEEDN 5% T D —ATIE, /SR EHREAE AED O J; 7 BE i AED &
He#: LT CAPTCHA RAERMA KR TE TWD Z L3 gnsd. a—HFoRE &2 EHE L-
WEREETHAE, DRI AED 2 A% 2 L1280 A mE O SR A HEEE L2
5, BMBRMRZHIET 22 ENRETHD.
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(3) AnEEfERE

4.6 (T HUR E A AED 2] U 72 356 OALERIFR] Z & O S & MR AR,
SLPRIFE OJE L, FRFE Proxy (ZFEk STV 5 ICAP B AFIH L7z, Zauk, @&
ilk Proxy 725 AED ~D4L# % ICAP[50] & W\ T1T-> Tk, ICAP LR 2 FHll5 5
Z & T AED (ZBHE DB OREN AIRETH D L BEX /2O TH 5. W, KO X i3
IBOEHIZL, IMUEDMEEZETHEIT L TVD.

P75 93.6%DALERIFH#]S 3PN TH D Z L3 pinnd. %< Dx—H7)3 Web ~—T D
m— RICHIRF L TW DR 3 BPLAIN & S FAERE R[5 b0, BRIV AT ANEMD
HHNTH D Z LB 0D.

1.0 —
-003 /'/./
C 08 e
() e
> 7
% 06 7
8 ' /'/
Q. /,/'
g 0.4 '
= OutlierA (AUC = 0.957)
& 02 | . — — OutlierB (AUC = 0.961)
= 7 —— DeOutlier (AUC = 0.975)
00 »
0.0 0.2 04 06 0.8 1.0

FPR: False positive rate
4.4 )70 ROC #hif
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40 » e WL
: ~@~ Outlier (TPR > 99%)
&~ DeOutlier (TPR > 99%)
. ~@® + Outlier (TPR > 95%) -
30 % =i+ DeOutiier (TPR > 95%) :
B -@- Outlier(TPR>00%)
% =& DeOutiier (TPR > 00%) :

10
0
O O AN U O ™~ O O NN OO =& un O
P TN T T U N T NN NN N
AN AN AN AN &N &N &N AN &N &N &N &N N
@ PRI
N &N & & N N N NSNS
R RIRRLIKLJIRLRKKLRRLREKL R K
Date
4.5 —Af® CAPTCHA J&4E%
# 4.5 CAPTCHA 4% D ik
AED F#5I] at NS K B/
WL 7 227 17.462 41 1
FLE R 73 5.615 11 0
(TPR > 99%)
Sy R AL | 78 6 13 1
(TPR > 99%)
HLE RN A 46 3.538 7 0
(TPR > 95%)
SRR R | 41 3.154 7 0
(TPR > 95%)
FLE R 44 3.385 7 0
(TPR > 90%)
Sy R R | 26 2 5 0
(TPR > 90%)
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4000 _5“ Frequency =
--o-- cumulative ratio

Frequency

04£
- =
035
il -0.2

| -0.1
i

N |II|I||..,. | _00
0 1 2 3 4 5 6 7 8 9

processing time [s]
4.6 HLPRRRE 2L K L BREH R

4.5 ESPERTIE

M Web YA b ~ O 22 B A 2 ik L LT, A v Z—Fy h~DH AT
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