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Thesis Summary

The Linux kernel, a cornerstone of modern computing systems, is widely utilized across diverse
domains, from embedded systems and personal devices to critical infrastructure like stock exchanges
and air traffic control systems. However, its vast size (over 30 million lines of code) and complexity make
it susceptible to numerous bugs, which can compromise system reliability and security. Detecting these
bugs, particularly through static analysis, which avoids hardware dependencies, is crucial but faces
significant challenges, notably the trade-off between analysis scalability and precision.

This dissertation addresses this challenge by recognizing that the requirements for static analysis
differ significantly between the two primary phases of the Linux development lifecycle. This work
proposes two novel, targeted static analysis approaches: a practical framework for the speed-focused
daily developer workflow, and a scalable technique for a challenging bug pattern often missed during the
comprehensive integration phase.

The first contribution addresses the underutilization of bug detection tools in the daily developer
workflow, which is often caused by the long analysis times of capable tools. To solve this, we introduce
FiTx, a framework that generates fast, workflow-integrated bug checkers for “Finger Traceable” (FiT)
bugs. These are bugs detectable via computationally low-cost, single-compilation-unit analyses. On
Linux v5.15, FiTx required only 0.99s for 90% of the source files, found 47 new bugs, and generated
substantially fewer warnings than common tools, with 13 of the reported bugs confirmed by developers.

The second contribution targets a prevalent bug pattern missed during the integration phase: struct
member-related memory leaks. Our study found that this leak type constitutes 54.6% of recent leak
patches, with 77.6% likely being found manually, indicating they are often missed by existing scalable
tools that compromise on precision. We propose a scalable static analysis that uses field-based state
tracking directly on the Control Flow Graph (CFG), enhanced with error code analysis, to avoid
expensive global points-to analysis. This tool found 12 new, long-lived bugs (corresponding to 13
true-positive warnings) in Linux v5.3-rc4 with 59.1% precision, and all submitted patches were
confirmed and accepted by developers.

Collectively, this dissertation provides significant contributions to the field of static analysis and its
application to large-scale operating system kernels. By developing both a practical framework for
workflow-integrated bug detection and a scalable technique for a challenging memory leak pattern, this
work demonstrates the value of tailoring analysis strategies to both the specific characteristics of the

target software and the operational context of its developers.
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