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Thesis Summary

The Internet backbone is a network that interconnects various networks and can be affected by various
anomalies. In addition, since enormous traffic is observed and changes rapidly even during ordinary
times, detecting anomalies only by monitoring traffic is difficult.

In existing research, only a few methods consider scalability to the network and locality of traffic. In
addition, most methods learn anomaly features using labeled data, which is difficult to generate and
limits the detection target to anomalies defined by labels.

This dissertation proposes GAMPAL (General-purpose Anomaly detection Mechanism using Prefix
Aggregation without Labeled data), which detects anomalous traffic behavior generally. GAMPAL uses
flow information, the traffic data aggregating a packet sequence with a common 5-tuple. To analyze
enormous flows, GAMPAL defines prefix aggregation, a flow aggregation method using the routing table
in BGP (Border Gateway Protocol) and PA (Prefix Aggregate), a unit of aggregated flows based on prefix
aggregation. Focusing on the locality of Internet traffic, flows are aggregated spatially based on the part
of the AS (Autonomous System) path by prefix aggregation. In addition, to aggregate flows temporally,
time series data of the flow size is generated by aggregating the number of bytes in a 5-minute time slot.
Using this time-series data, prediction models are established for each PA. GAMPAL detects anomalies
generally without labeled data by comparing predicted and observed flow sizes.

This dissertation proposes GAMPALv1 and GAMPALv2. Considering various periodicities of traffic, v1
uses LSTM-RNN (Long Short-Term Memory-Recurrent Neural Network). The prediction model takes
time-series data of flow size and predicts the subsequent flow size. In addition, to evaluate the difference
between the predicted and observed flow size, v1 defined NSD (Normalized Summation of Difference),
which evaluates the ratio of the difference between two time-series data. In the evaluation, anomalies in
the real world were used as targets, and the NSDs were calculated for each PA based on the predicted
and observed flow size for one day. Then, the average of the NSDs for all PAs was calculated, and it
was confirmed that the average NSD was larger on days with anomalies.

On the other hand, v1 has four issues. Its computational complexity for training and predicting is
enormous. The semantics related to time cannot be utilized to train the model. Determining the detection
threshold is difficult. V1 cannot identify when and at which PAs an anomaly is detected.

To address the first and second issues, v2 proposes to model the relationship between time features
extracted from each time slot and the flow size. In addition, RFR (Random Forest Regressor), suitable
for this method, is adopted as the model. The number of dimensions of input to the model is reduced
from 288 to 7, and RFR has less computational complexity than LSTM-RNN. To address the third and
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fourth issues, v2 defines a prediction range based on the prediction results of the model. V2 detects
anomalies by comparing the prediction range and the observed flow sizes.

In evaluating v2, the prediction range is calculated for the anomalies used in evaluating v1 and
compared with the observed values. As a result, the observed values are out of the predicted range, and
v2 detects anomalies in the PAs, to which the flows are destined for the university network, where the
observation point is located only on the days when anomalies occur. In addition, the accuracy evaluation
using a dataset generated with labeled data shows a recall of 93.1%. Although the evaluation methods
and data differ, the recall improves from 81.8% in v1. In addition, GAMPALv1 requires four days on a
GPU to train the model and predicts flow size for one day, while the GAMPALV2 takes approximately 23
minutes on an 8-core CPU. These evaluations confirmed the improved accuracy and practicality of
GAMPAL.




