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Thesis Summary

Along with the development of Internet technologies, they have brought us a considerably convenient
life. Meanwhile, attacks via digital media such as electronic files and smartphone applications become
serious cyber security threats. Although detecting known attacks is realized by using existing anti-virus
software, such a defense is not applicable to all threats because of their diversity. By knowing the
existence of attacks, users can avoid damage. Furthermore, it is easy to deal with attacks and analyze
them. Thus, detection of the threats in digital media is one of the most important research domains in
cyber security.

In this dissertation, | deal with the Android malware (malicious software) and stego images which can
stealthily carry out attacks by embedding malicious programs as unperceivable signals. For these
detection targets, | propose effective machine learning based detection schemes. Through data analysis
and computer simulation, | show their effectiveness, limitations and future prospects.

The outline of this dissertation is as follows:

Chapter 1 deals with the importance of detection of cyber security threats in digital media, and |
summarize the fields to which this technique is applied. Furthermore, | clarify the purpose and role of this
dissertation.

Chapter 2 deals with attack model, the related work, and the shortcomings.

In chapter 3, | propose an Android malware detection scheme based on level of SSL (Secure Sockets
Layer) server certificate. By computer simulation with real datasets, | demonstrate that the proposed
scheme can detect malware samples which are not detected by the previous scheme and improve the
detection accuracy.

In chapter 4, | propose an Android malware detection based on composition ratio of permission pairs.
By evaluation with real datasets, | show that the proposed scheme helps human to easily understand
detection results and is superior to conventional ones in terms of training time and detection accuracy,
which means this scheme is suitable for practical use.

In chapter 5, | propose a countermeasure against stego images to which downsampling is applied
before embedding. | utilize the fact that recent embedding methods tend to embed signals in almost the
same pixels when they are applied to images multiple times, which makes signals noticeable. Through
computer simulation with real image datasets, | prove that the proposed scheme can improve detection
accuracy of the resized stego images compared with conventional ones.

Chapter 6 concludes this dissertation and summarizes the contribution of this work.




