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Thesis Summary

Although the recent growth in the field of wireless communication technologies has promoted the
Internet of Things (IoT) where various devices such as smartphones and sensors connect to the
Internet, cyber-attacks against those |oT devices are on the increase as well. Since, in general, the loT
devices draw operation power by a battery, the traditional security schemes, which typically work on
computers with a power supply, cannot be applied. Thus, many energy-efficient security schemes for the
IoT have been proposed so far. However, there is still room for improvement. The reason behind this is
the diversity of network topologies in IoT, which is realized by the multi-hop wireless communication
technology. Although this technology enables devices to organize various types of networks flexibly, this
flexibility also incurs a new type of attack or complicates a security task. Therefore, it is required to deal
with individual security issues in various types of networks with different characteristics.

In this dissertation, | focus on Wireless Sensor Networks (WSNs) and Delay Tolerant Networks
(DTNs) as representative IoT networks with different characteristics and propose novel energy-efficient
security schemes for an argent security issue in each of these networks.

The outline of this dissertation is as follows: Chapter 1 deals with the security issues in the loT through
summarizing differences from the security in the traditional networks to clarify the purpose and position
of this dissertation. Chapter 2 deals with the system models under consideration and the related works
of this research. In chapter 3, | deal with the firmware update as the most fundamental mechanism to
maintain a security level of the WSNs and propose an energy-efficient code dissemination scheme,
which aims at reducing the energy consumption during the dissemination of latest firmware codes.
Various performance evaluation results obtained by means of computer simulations show that the
proposed scheme can reduce the energy consumption as compared to another previously known code
dissemination scheme. In chapter 4, | deal with the message flooding attacks as a threat that reflects the
most fundamental security issue in the DTNs, which is the difficulty of traffic monitoring across the
network. In order to solve this problem, | propose an energy-efficient defense against the message
flooding attacks, which allows nodes to identify attackers by exchanging the minimum required amount
of communication history. Extensive performance evaluation results obtained by means of computer
simulations verify that the proposed scheme improves the overall energy efficiency while maintaining the
same level of attack detection accuracy compared to a previously known similar defense scheme.

Chapter 5 concludes this dissertation and summarizes the contribution of this work.




