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Thesis Summary

Since the owner’s data might be leaked from the centralized server storage, the distributed storage
schemes with the server storage have been investigated. However, conventional schemes occur the
burden of data capacity and the calculation time for the restoration. In order to overcome these
problems, | propose the server-based distributed storage using secret sharing and AES-256 is
proposed. However, since the server storage is utilized, when the server storage is attacked by the
DDoS attack, the owner data cannot be restored. To keep and restore the owner data from DDoS attack
in the proposed server-based distributed storage, | additionally propose the lightweight DDoS attack
detection using the bloom filter. | show the effectiveness through data analysis and computer simulation

for the distributed storage and DDoS attack detection. The outline of this dissertation is as follows:

Chapter 1 deals with the importance of distributed storage and DDoS attack detection. | summarize the

fields which this technique is applied. Moreover, | clarify the purpose and role of this dissertation.

Chapter 2 deals with the related works of the proposals.

Chapter 3 deals with the distributed storage. | propose the server-based distributed storage using secret
sharing with AES-256 for lightweight safety restoration. The owner’s data will be safely kept in the
distributed storage since all of the divided data are divided into two pieces with the AES-256 and stored
in the peer storage and the server storage. Even though the server storage keeps the divided data, the
server and the peer storages might know the pair of divided data via Secret Sharing, the owner’s data
are secure in the proposed scheme from the inner attack of secret sharing. The evaluations show that

the proposed scheme is improved for lightweight, stability, and safety.

Chapter 4 deals with the DDoS attack detection. | additionally propose the lightweight detection using
bloom filter for the proposed distributed storage. To detect the DDoS attack and ensure the high
accuracy, the high true positive rate, and the low false positive rate, the decrement-all operation is used
and the checkpoint are flexibly changed depending on the fluctuant packet arrival per second in the

bloom filter. The effectiveness is shown by the computer simulation with real dataset.

Chapter 5 concludes this dissertation and summarizes the contribution of this work.
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