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Abstract

Web application vulnerabilities have become an attractive target for attackers. The
vulnerabilities could allow the attackers to steal personal information (e.g., credit card number)
and force users to perform unintended financial transactions (e.g., money transfer). Three
security vendors reported that more than 77 percent of web applications had at least one
vulnerability. To eliminate the vulnerabilities, developers should check for them in the web
applications during the development phase. WhiteHat Security reported that 85 percent of
organizations perform security testing of their web applications. Nevertheless, many web
applications are vulnerable in the wild. There are three causes that make the web applications
vulnerable. First, the developers implement no countermeasure against attacks in the web
applications because they do not have knowledge on the attacks and the vulnerabilities. Second,
incomplete defenses are implemented because the developers do not have knowledge on evasion
techniques of the defenses. Third, the web applications remain vulnerable due to implementation
mistakes in the defenses.

This dissertation presents automatic detection of vulnerabilities in web applications by
performing logic-aware attacks. The logic here means a procedure to operate functions in the
web applications (e.g., login procedure). Our technique performs the logic-aware attacks by
operating the functions with the logic. Although existing techniques perform pseudo attacks, they
cannot do the logic-aware attacks. This is because the existing techniques cannot obtain
information on the logic. Our technique obtains the information on the logic from web
application developers because our technique is designed to be used in the development phase.
For example, to perform Cross-Site Request Forgery (CSRF) as the logic-aware attack, our
technique obtains the logic to log in the target applications. Our system automatically collects
some pieces of information on the logic while the developers confirm the target applications
work well. This is because it releases the developers from the burden of providing the
information on the logic. Our technique automatically detects vulnerabilities which the existing
techniques cannot do because it can perform the logic-aware attacks. The developers can detect
the vulnerabilities with our technique even if they are not familiar with the attacks, the
vulnerabilities, the defenses, and the evasion techniques of the defenses. Our technique also
detects the incomplete defenses due to implementation mistakes because it carries out the
attacks.

To demonstrate the usefulness of our technique, it has been applied to CSRF, session
fixation, and visual clickjacking which the existing techniques cannot perform. Our technique
obtains the information on the logic from the developers to perform these attacks. In experiments
our technique detected CSRF vulnerabilities, session fixation vulnerabilities, and visual
clickjacking vulnerabilities in real-world web applications. Our experimental results demonstrate
that our technique can detect 11 CSRF vulnerabilities and 6 session fixation vulnerabilities in 5
real-world web applications, and 26 visual clickjacking vulnerabilities in 4 real-world web
applications. These results also show that our technique can perform logic-aware attacks to check
for vulnerabilities.




