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Abstract

Recent years, because of the enforcement of the e-Document Law, documents that include
sensitive and private information, such as medical records, and documents that are related to
the national tax are now handled electronically. At the same time, “the cloud” is considered to
be a viable location to store such documents; however, cloud computing has several security
concerns.

Therefore, this study focused on the assured deletion and the integrity of files on cloud
storage. Assured deletion means that files are securely deleted so that no one can retrieve
them after the deletion. Because cloud storage is highly abstracted, users cannot control the
storage device directly; therefore, they cannot verify the complete deletion of the file.
Furthermore, the e-Document Law requires organizations to preserve the integrity of the
file's version history as well as the access logs.

Some studies have attempted to achieve assured deletion. However, they cannot delete only
the file’s versions whose retention period has elapsed according to the law. They also do not
enable users to delete files according to flexible deletion conditions. Moreover, none of these
studies considered the integrity of a file and the order of its versions.

To overcome these problems, we propose two methods. The first method is based on a hash
chained encryption key and a (k, n) threshold secret sharing scheme to control the deletion
conditions of a file. This allows users to delete part of the file’s version, such as a recordable
access log file. Further, the method allows the assignment of flexible deletion conditions to a
file based on multiple policies, including AND/OR operations. Even if the file is shared with
users or groups, it can be assigned accurate deletion conditions.

The second method is the hysteresis signature scheme with the Merkle Hash Tree. The
method aggregates the hysteresis signatures of the file versions using Merkle Hash Tree and
distributes it to client PCs in the organization. This strategy can prevent a roll-back attack on
signature histories and can guarantee the integrity of a file and the order of its versions.

These two methods are implemented as a virtual file system that uses storage in the cloud
as the backend storage. This virtual file system provides a transparent interface to generic
file systems, and the organization can utilize existing applications. Furthermore, the
evaluation results show that the proposed methods require minimal performance overhead.




