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Risk management of financial information systems as a corporate strategy
and practical implementation

ABSTRACT

Information systems in financial companies in Japan have been important as a critical
infrastructure component that should be flexible enough to adapt to changes in the
economy while also maintaining stable operations. Financial information systems
therefore had to be able to manage risks with complicated transactions dealing with
customers’ assets and connect with a wide and diverse set of networks. However, there is
a lack of effective guidelines in terms of corporate strategies for managing risks in
operating financial information systems to support executive managers that are
relevant not only to daily operations but also basic studies of risk management from the
viewpoint of executive managers. Therefore, this thesis aims to address these gaps by
presenting six indispensable and comprehensive viewpoints for managing risks within
financial information systems as a means to build corporate strategy.

The six viewpoints comprise

1) Commitment, that accounts for the commitment and support of top management;

2) Organization, or the organizational system and governance for information
technology (IT);

3) IT Risk management for the evaluation and control of risk;

4) Extensibility so that the system configuration can change depending on the business
strategy:;

5) Optimization that considers stakeholders’ requirements and current level of IT
competence; and

6) Quality-oriented systems (CORE-OQ).

The proposed CORE-OQ framework was tested using both data collected through a

questionnaire survey of managers or affiliated members of financial companies and
actual corporate activities. The framework takes various environmental changes into
account, such as cloud technology, recent information security accidents, M&A case

studies, and the risk appetite framework.
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