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Abstract of Master’s Thesis of Academic Year 2024

Proposal of a Backup Advice Tool for Ransomware

Mitigation for Small and Medium-Sized Enterprises
Category: Design

Summary

In recent years, ransomware attacks have been occurring continuously, and many
of the victim organizations are small and medium-sized enterprises(SMEs). Al-
though backups were acquired in many of the organizations that were victimized
by ransomware, many organizations failed to decrypt data from backups due to
the fact that the backups were also encrypted. In order to enable SMEs to restore
data from backups even when they are victimized by ransomware, we organized
the requirements for effective backups as a countermeasure against ransomware,
referring to materials that introduce ransomware countermeasures. Next, we con-
ducted an interview survey of SMEs, and it became clear that although backups
were acquired, the backup system did not meet the requirements. In addition, we
created a checklist of requirements and conducted a survey to have them confirm
whether their backup system met the requirements. When specific countermea-
sures were recognized, they were about to consider improving their existing backup
system. Therefore, in this study, in order to support SMEs in acquiring backups
that meet the requirements, we created an advice tool that evaluates the backup
system from information on the data to be backed up and the implementation sta-
tus of the requirements, and presents specific countermeasures if the requirements
are not met. When we used the advice tool on the backup system of a hypotheti-
cal SMEs, we confirmed that it is possible to evaluate whether the backup system

meets the requirements and present specific countermeasures if it does not.
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