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Abstract of Master’s Thesis of Academic Year 2014

A Study on Naming for Social Things
Category: Science / Engineering
Summary

Due to the rapid evolution of miniaturization of network equipment, home ap-
pliances and cars, the age of the Internet of Things(IoT) is fast approaching. A
wide variety of real objects are connected to the internet. The various things
connected through the network, in the real space, work collaboratively through
the network. Social Things provides a new collaborative service which links the
networked things with their context.

The most important thing networked things need is to communicate with each
other via “ identifying the communication partner”. Since the identifier varies
as it is based on the rules implemented by each vendor, communication between
services and different devices is difficult. Social Things proposes a unique identifier
for each device and service under a unified name space. However, the unique
identifier is too complicated to understand by the users. Thus, a user-friendly
identifier was also suggested. An experiment was conducted to test the proposed

name resolution system between user and system identifier.

Keywords:

Name Resolution, Context, Internet of Things
Graduate School of Media Design, Keio University
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5.2. OO

5.2.1 OO

gbbbuoodgbbboooobbbooobobbbooobbbooobobo
gbobboooobbbuogbbbuooobbboooobbbuooobon
0000000000000 0D0OC00D0C000000Attributed 00000
gobboooobboboggbobbuooobboooobbobuooooon
goboboooood

5.2.2 JOOO

gbobobogdgbbbuoogobobuoooobboooobbbuoooobooon
000000 RubyOOOOODOOODODODOO PecapOOOOOoooooooO
LinuxPCO RubyO OO O OOO0OORuby/Pecap0 0000000000 OOO
gboboboooobbbdaogs1ibuoooboon

O 5.1: 0000
0 RN
(ON] Mac

gooo Ruby

ooooad Pcap

5.23 UUO0OOOOOO

gs2b0dggobbodgogbobbooogbbbuoooobbobogn
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gs2 000000000

gbbbuoooob (goobbbdood (bog | bo

gboobobbobbobboboobosgobooboobooboob
gbooboobooboobgs3goon

e Location
e Device

e Owner

gs3 000booa0ood

gboobooogn gooooogon ggo (oo

Location O0o00oo0oooooad A a
Device ooonod B b
Owner MACOOOO C C

Location0 OO 0DO0O0O0DO0O0OODODOODOODOODOODOOODeviceO OO
O00Owner0 MACODOODOODOOODODOODOOODODOODOODOOD
D00000D0O00Attribute0 00000000 ODOO0OO0 =00 0O0O0O0O
0O #Location = a, #Device = b, #0Owner = ¢
#00000000000000000000DODO0O0DOO00O0OO0O0O00O0O#0
OO00oO0DoDOoooooood
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5.24 U0UOOOO

oboboboobodbelbOo0obODbOO

\ O BHBREFSLDH
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® Hhv s,
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NRTybhTF—F~R—=R[C EEZ. AHBDL®MD
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os570000ooo

00000000000 kmd-hiyeshiOOODOODODODODOOOOODOOOOO
gobooooboobobooooboboboboboboboboboobobob
gobboboobgboboooobobobobooboboboboooon
gbobbbuoobobbbouooobobbbuoooobobuooooboobon
O00bo0o0b0oooobobooboboobbooobooboooobooOoDD TableD O
gobbobbbogobbbboooobobboooobobobooooboo
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gobobooodon

kmd-hiyoshi DO OO0 OO00O0O0OO0O0O0OOOOOO0DOODOOOO0ODOODOODO
O00o0o0oooo0o0booooobObD RebyO O OODOODOOORuby
O Packet Capture Library D0 000000000 COCOCODOO Ruby/PcapO0O

goboobobooodgn

Ruby/Pcap0 00000000 59000000 0tcpdump 000000 5.80

gobboooobbbuooobobbod

_Tt 1 sudo tcpdump
tcpdump: data link type PKTAP
tcpdump: verbose output suppressed, use -v or -wv for full protocol decode
listening on pktap, link-type PKTAP (Packet Tap), capture size 65535 bytes
19:55:51. 252004 recec:895c:9821.57268 > @2 :3.1lmnr: UDP, length 22
19:55: 51, 252007 recec:895c:9821.57771 > ffoz .llmnr: UDP, length 22
19:55:51.252009 IP host196.kmd.keio.ac.jp.57771 > 224.0.9.252.1lmnr: UDP, length 22
19:55:51.252028 IP host196.kmd.keio.ac.jp.57268 > 224.0.9.252.1lmnr: UDP, length 22

19:55:51.461088 IP host196.kmd.keio.ac.jp.57772 > 239.255.255.250.upnp-discovery: UDP,

length 624

19:55:51.461303 IP6 feB8@::218d:ecec:895c:9821.57773 > ff@2::c.upnp-discovery: UDP, length 624

19:55:51.461662 IP host196.kmd.keio.ac.jp.57772 > 239.255.255.250.upnp-discovery: UDP,

length 624

19:55:51.565552 IP6 feB0::218d:ecec:895c:9821.57773 > ff@2::c.upnp-discovery: UDP, length 624

19:55:51.565558 IP6 fe80::218d:ecec:8§95c:9821.54404 > ff@2::1:3.11mnr: UDP, length 22
19:55:51.565581 IP host196.kmd.keio.ac.jp.54404 > 224.0.0.252.1lmnr: UDP, length 22
19:55:51.565583 IP6 feB8@::218d:ecec:895c:9821.63961 > ff@2::1:3.11lmnr: UDP, length 22
19:55:51.565775 IP host196.kmd.keio.ac.jp.63961 > 224.0.9.252.11lmnr: UDP, length 22

19:55:51.672442 IP6 fed@::32f7:dff:fecl:bc4d > ffo2 IMPG, router advertisement, length 64

19:55:51.747575 IP6 2001:200:167:2ecl:2cf@:6d9%:329a:2ee9.52935 > tg-in-x75.1e100.net.

0809372, ack 2859841191, win 4096, options [nop,nop,TS val 652103748 ecr 1979058900],

19:55:51.747721 IP6 2001:200:167:2ecl:2cf@:6d%:329a:2ee9.52935 > tg-in-x75.1e100.net.

, win 4096, options [nop,nop,TS val 652103748 ecr 19790589007, length 41

19:55:51.785452 IP6 tg-in-x75.1e100.net.https > 2001:200:167:2ecl:2cf@:6d%:329a:2ee9.

ptions [nop,nop,TS val 1979119328 ecr 652103748], length @

19:55:51.785455 IP6 tg-in-x75.1e100.net.https > 2001:200:167:2ecl:2cf@:6d%:32%:2ee9.

ptions [nop,nop,TS val 1979119328 ecr 652103748], length @

19:55:51.785747 IP6 tg-in-x75.1e100.net.https > 2001:200:167:2ecl:2cf@:6d%:32%a:2ee9.

win 435, options [nop,nop,TS wal 1979119329 ecr 652103748], length 41

19:55:51.785781 IP6 2001:200:167:2ecl:2cf@:6d9%:329a:2ee9.52935 > tg-in-x75.1e100.net.

ptions [nop,nop,TS val 652103785 ecr 1979119329], length @

19:55:51.786980 IP6 tg-in-x75.1e100.net.https > 2001:200:167:2ecl:2cf@:6d%:32%:2ee9.

5, win 435, options [nop,nop,TS val 1979119330 ecr 652103748], length 6@

O 5.8 tecpdump OO0 000O0O000O0O0O
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https: Flags
length 474

https: Flags
52935: Flags
52935: Flags
52935: Flags

https: Flags

52935: Flags

[P.], seq 1180808898:118
[P.], seq 474:515, ack
[.], ack 474, win 435,
[.], ack 515, win 435,
[P.], seq 1:42, ack 515,
[.], ack 42, win 4094,

[P.], seq 42:102, ack 5




s| sudo ruby ruby_pcap.rb

Password:

155
155
155
:21.485484
:21.485487
:21,485488
:21.485489
:21.485528
:21.485529
:21.485530
:21.485724
:21.485726
:21.486078
:21.486082
:21.486083
:21.903185
:21.903188
:21.903189
:21.903190
:21.903223
:21.903224
:21.903461
:21.903464
:21.903492
:21.903716
:21.903719
:21.904058

20.336344
21.067639
21.067643

131.113.136.131:58794 > 224.0.0.1:8612 len 24 sum 27868

131.113.137.237:5353 > 224.0.0.251:5353 len 112 sum 28322
Some packet
Some packet
Some packet
131.113.136.
131.113.136.
Some packet
131.113.136.
Some packet
Some packet
131.113.136.
131.113.136.
Some packet
131.113.136.
Some packet
Some packet
131.113.136.
131.113.136.
Some packet
Some packet
Some packet
131.113.136.
131.113.136.
Some packet
131.113.136. 158351 > 224.0.0.252:5355 len 38
131.113.136.196:53769 > 224.0.0.252:5355 len 41 sum 32385

149663
157583

224.0.0.
224.0.9.

252:
252:

5355
5355

35
41

13950
21995

sum
sum

sum 16421

:21.904062
:21,904062

131.113.137.49:50865 > 239.255,255.250:1900 len 185 sum 63866
131.113.136.196:62446 > 239.255.255.250:1200 len 141 sum 24927

0 5.9: Ruby/Pcap 000000000 OOOODO

goooo

gbbboogbobboooobboooobbboogbbbooobon
gobboooobbbuoooobbboooobbogo

e [PODODODODOSsre, dst)
IPOO0O0OOODOO0OSLIOO0O0ODODOOOOO
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IPO0O00O0O0ODOOO0ODODODO0OODODO0ODbDOODODDbObODOODbOOODbDOn
gbobboooobbboodbbbooan

00000 Osre, dst)
TCp/IPOOO0O0OOODOODOOOOOOODOOOOOOOOOOOTIPO
ggobobbbbodoggobooooobbboodooooobobon
ggobobbbbuodooooooubobbooobbobbuoooooon
godd

goboobooobgesdssbibiboooobooboboonoonogons4
gobobooogdgn
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143 IMAP.OOOODOODOO
443 HTTPS:OODOODOODODOOOO
9353 mDNS: OO0 O0O0O00000
goo gbooboooggn
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gbgobobobooboobooboobo

e SYN /ACKO OO

TCeOOOOODOODODODODODODODODOOODOOODODODODOD
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0 5.5: SYN / ACK 00O

oo 0oo

SYN gboooogn

ACK gboooooon

5.3. U0

gbooogs2gbooboobuooboobuoobooobn

5.3.1 JO0OU

gobobooobbbooooboboooobbbooobbboooonoon
gbgobobbobboobooboobsedsroboonoon

gs6: 0000000

HRE g
Mac OS
OS )
(Yosemite)
ooooo 1.4 GHz Intel Core 15
g 4 GB 1600 MHz DDR3
gooogg IEEE 802.11ac
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PC
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5.3.2 OO

goboboogon

gbobboodoobbooooboboooobobbooobbboooobooon
gobbbboogobbbbuooobobbbooooobobbboooan

gobbodoggs1iigooo
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e HOUOODLODODOOO
gbo4b000000gobobooooboboood

00O HUI O iPhone, jimi’'sMac

e JOOOOOO

0 0599178202, gbbcijmsqzvbe, PNJB

Loi 44 L. BEoYhE L3L. L1353, 13/.12119393 > £24.0.0.49L19323 LEN LU3 SUM LU34Ys
VWA FELADRIAFEE host377.kmd.keio.ac.jp

Fr AT F—3»FELAORA RS

224.0.8.251
UDP Packet®HRETT:§

HUI@DiPhone
FATsF—Zawh—FHSE. 5353
Y—AR—kHESE, 5353
mONS: BFiEROHTNET
e o ek o kg

0 s511: 0000 O0O0bOO0o 1000000000000

gbostugbbugbbuoobbuoobbuoobbuoobssbouann
gobbobooooobbbooooobo

52



gs8 000o00od

g g
gobooood 1
goboobod 1

gooo
gooo 1

gbooobgoobon

gobobooon

gooo 30

Ooobobobogs120b0bmMbdn Mac BookUODODOOOOOo OO
gobboooobbobuoooobobbuooobooboboooobbobooon

sk sk S
15:24:14.70BGEA 131.113.136.94:5353 = 224.0.0.251:5353 len 132 sum 15739
YW—AFFLAORAFEE hostd94. kmd. keio.ac.jp

TAAT AR =23 FRLADRARER

224.8.8.251
UDP Packet®HETT:BHH @ MacBookTAF+ 32— s »H—FHSiE, 5353

W—AMR—kHFSE. 5353
mONS: EFIERHTNET

0 s5.12:. 0000 ODOoOoogooao

gbogbodogbdoobobuoobobuoobobuooboboobobon
gboboboooobbboooobbbuooobobboooobbbuoognbon
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goboboooobbboooobobbuooooboboooobbbuoooonoon
gbgobobboobooboobooboob
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000000000000 00O0DO00DO0bO000DO0oDOO0oDOoDOO0DbO0OO
O0O00bogoobogs1300Ipboonogistigisesiooonoonoon
00000000000 DOO hacking-studio-printer-mono.kmd.keio.ac.jp0 O O O
OO0oDOoooooood

224.80.8.251
UDP Packet®@HETE: rfb_teplocTFAr~ 22— s »i—FHSIE. 5353

W—AfR—kFHSE, 5353
mOMS: EFEROHTINET

B T T s e
15:24:17.215885 Some packet

S A KK o
15:24:17.215087 131.113.136.81:5353 = 224.0.08.251:5353 len 48 sum 48677
YW—AFFLAORALEE hacking-studio-printer-mono. kmd. keio.ac.jp

FTAAT A F—23»FRLAORIANEE

224.08.8.251
UDP Packet®@&ETH :

_googlecast_ FATFs 2—Ls»ih—FHESE. 5353
Y—AM—kHESE, 5353
mONS: EFIERSTNET

B T e e e S e e T
ACa A 1T THALCICA Coramea momeolend

0 s513: 0000 IPOO0OOOOOODO

000 0OHacking Studio! 00 0000000000000 OO0OOOOOOO
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O05.1400KMDOO0ODOOOOOOOIPOOOOO174.129.224.3300 HTTPS
gboobboooboobobuoobboobooobo443bboooboonon
OO0 HTTPSOOOOOOOODOODOODOOOOODOODOODbOODOO

B
15:24:13.761483 131.113.136.185:61159 = 174.120.224.33:443 .A....
TCP Packet®@ep&TT

W—AFFLAOKRAREE host185.kmd, keio. ac. jpFDEDOFEETT
TAAT A F—Ya3wFFRLADRIAFEL ec2-174-120-224-33. compute-1. amazonaws . com

HTTPS: EZWDEEELTWEYT TF—FiaoEdid, (8)
EEL Tk |

Window Sizeld, WIN 4p04
141B797453.761493 66(0): «+EXNFFNCEH 131.113.136.1085: Y—AH—+HSE, 61158 —=
174.129.224,33: FTAT s £2—Y3vih—RHSE. 443 TCPF7 24 7+ — L. FO{EEXFET|ELTELE
- I

{DF)

B L L i
15:24:13.877138 Snme nacket

0O 514: 0000 0D00ODO0O0O0O0ODOO

0000174.129.224.330 0 00 5.15000 00 Dropbox [33] O IPOOOOO
000 Dropbox 0 0 Amazon AWSOOOOOODO (3400000000000
0000000 ec2-174-129-224-33.compute-1.amazonaws.comJ 0 0 O 0 0O 0O 0O O
oooooooo
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- § 13 Dropoax - 404 ® \‘\+
|\f/ @ 174.128.224.33 @ | (A~ Google Q’ bodl:= I S
] $<RE~—Y ~ [ Firefox B2V, [ R\E  [7] RESM-ORH.. [ Facebook ] Google AL ¥4 —

Error (404)

We can't find the page you're looking for. Check out our Help Center and forums
for help, or head back to home.

0 5.15: 000000 IPODODOOO174.129.224.330 00000000

goggo

Os516000000400000000O00O00O00O00O00O0OO0O0O
O000ooooooounos400b00boounosi7Toooooooooon
oo00oooooooooooooooooooooogon

B T

15:24:13. 761161 174.129.224.33:443 = 131.113.136.1085:61159 .AP...
TCP Packet@eh&Td

YW—AFELIAMARI FEL ec2-174-120-224-33, compute-1. amazonaws . com
HTTPS: EEVOHAEELTWET

TAATF—23»FFLAOMRAREE hostl195.kmd. keio.ac. jpFOHBROFELTT
TF—YanREEE, (37)
FEELTnL |

Window Sizeld. WIN 7@

0 s5.16: 0000 000001
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B S B S e
15:24:14.881638 131.113.136.87:57018 = 224.8.0.252:5355
Y—AFELIADRAFEE hostBB7.kmd. keio.ac.jp

TAATAF—La»FRLADRAMEL

224.8.8.252
UDP Packet®@p BT fuwpad T AT « £— L3 wii—HESE, 5355

Y—Am—kHSiE. 57918
FDEDREETT
R

o517 0000 00000 2

gobo

gbbogbooobbooobbuoobbooobbooobbdo20000D
gobbbooggobbsiepoubooogobobobdgo223bbugon
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AL b WLEET i of= B

1| 21:56:06.554| 21:56:06.764( 00:00:00210
2 21:56:06.764( 21:56:06.765| 00:00:00.001
3 215607181 21:56:07.495| 00:00:00.314
4( 21:56:07.495| 21:56:07.808| 00:00:00.313
5 21:56:07.808| 21:56:07.912( 00:00:00.104
B 21:56:07.912| 21:56:08.957( 00:00:01.045
7| 21:56:14.284| 21:56:14.597| 00:00:00313
B 21:56:14.597| 21:56:14.910| 00:00:00313
9 21:58:17.103( 21:58:17.730| 00:00:00.627
10| 21:56:21.386( 21:56:21.595| 00:00:00.209
11 21:56:21.595| 21:56:21.699( 00:00:00.104
12] 21:56:21.699( 21:56:21.805| 00:00:00.106
13| 21:56:22012( 21:56:22.117 00:00:00.105
14| 21:56:22.683| 21:56:22.785( 00:00:00.102
15| 21:56:22.785| 21:56:23.058| 00:00:00273
16| 21:56:24.206 | 21:56:24.207| 00:00:00.001
17 21:56:25.355| 21:56:25.459( 00:00:00.104
18| 21:56:25.459| 21:56:25.564| 00:00:00.105
19 21:56:25.668| 21:56:25.773( 00:00:00.105
20) 21:56:25810( 21:56:25.811| 00:00:00.001

SYN / ACKO OO

SYN /ACKOUOOODOODOOOODOOO 5190000 ACKODOoOoooo

0518 0000000000000

gboboboooobbodad
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15:24:13.684664 205.85.228.10:443 >

TCP Packet®HETT
Y—AFHELAORAEE 209.85,228, 10HTTPS: E S VOFEELTVET
FAATFFR—23wFRELAORAFEE host195. kmd. keio.ac. jpEOHEDFHETT F—FEIORS I,

(1392)

ERLTLE

Window Sizeld, WIN 1392
1418707453, 684664 1458(1302): +EMFFICEE 200.85.228.10: V—AR—kHESE, 443 —

131.113.136.195: FAT < F—¥3vii—RHSE.

T, A,
(DF)

5.4. OO

131.113.136.195:68357 .A....

BB357: TCPZ 74 7« —ILF@EEXFF & LTRLE

0 5.19: 0000 SYN/ACKOO

54.1 ODUOOOUOOOOOO

gobbobbooogggsgubbboobbbuooooooobbboon
gobbobooooobobooogbobobod

059 0000000

OO00oOoDoooo 0o0Dooooogoo 000 00
Location oo0ooooooooo 3f-south Hacking Studio
hacking-
Device godd studio-printer- Printer
mono.kmd.keio.ac.jp
Owner MACOODOO 64:76:ba:93:63:7c AkiraKato

O0000Owner 0000000000000 O0O000O0O0O00OOOOOO0
0000000O0000000O0O0OMACOOOO0OOCOOOO00O0OOOOMAC
0000000000000000000000000000000 Location O
0000000000000000000000000000000000 630
O01F400,2F:1200, 3F:2400, 4F:1000, 5F:200, 6F:900,7F:20 0 O
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gbggbuoobbobbobobooboobooboobooboboon
gbobobooboboobooboboobos2uboboboooon
O00000000D000000b0O0b0dDPecple00oonoooogon
gboobobobobooboobooboobon

Asof 1523 Dl

Note: the information may not be accurate due to the following reasons:

s Information is updated in every 10 minutes.

& [nformation is based on Wil access, and association may last extra minutes after the machine is
shutdown or removed.

« Newly registered machine may nol appear lor a day or lwo.

* Sysiem may misinterpret laptop/cellphone lefl as the owner is still in Kyoseikan.
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o e kel L Bi pasianese pidoaicdil

0520 0000O00O0ODOOO distribution map

0000000000000 00OLocationd Ownerd DeviceOOOOOOO
O00OoO0o00oooogooooooog
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54.2 JUUUOOODOOO0OooUoood
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O00000000200000047%030083% 00000000000
gbobobobobbobooboboboboooobbobobobo
gboobo2000000000

2. 000000Timeout0 00000000

e J00DUIDUODDODUDUOUODOUODUOODNOFrefoxODOOOODOODO
3000 0=500000000000 5.220

network. fip.idleConnectionTimeout FERRTEE 00 Ei3 -l

network. hitp.responsa. timeout
network. hitp.pipelining. read-timeout FERRREE 30000 Ei3 -l

O 5.22: Firefox about:config 0 0O O O

e 1JIUIODODOOOJawalDODODDODDODODODODODODO Servlet [36] O
gboobgoboobobbob 1soobdsod

O0ab0000000CO0O0DOOODOODOOODOODOOODOOOOODO
gboobob 200000000000 00b000b000bO0n

gbhbooboobobbobo223buoboobobbobooboobod
gbobboodgbbbooobobbooobobbbooobbbuooobon
gbobobboogbbobuoboooodgboboboboboooboboboban

5.5. U0OU

gboogbobogbboobbuooboobbuooboobbooboobob
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