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Bitcoin is one of the most successful decentralized cryptocurrencies to
date. However, it has been reported that it can be used for investment scams, which are referred to
as HYIP (High Yield Investment Programs). So far, no schemes has been proposed to detect HYIP
operators® Bitcoin addresses, although it is useful from the security forensics aspect. We have
ﬂ(oposed a novel scheme to identify HYIP operators”™ Bitcoin addresses by analyzing transactions

istory. We collected 918 HYIP operators”™ Bitcoin addresses from the Internet and analyzed the
characteristics of transactions where the collected Bitcoin addresses are involved. Based on this
analysis, we proposed a machine learning technique to classify given Bitcoin addresses into HYIP
operators ones or not. By evaluating the classification performance , our best scheme achieves that
88% of HYIP addresses are correctly classified, while maintaining false positive rate less than 3.8
%. We also built a web application for practice.
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