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In the current computer network of the graduate school, fine-tuned access control is not possible
due to the capacity of CAM in the router. In order to improve the situation, a layer-2 switch which
large CAM capacity is introduced. It is possible to apply fine-tuned layer-4 access control list to be
applicable to a subnet switched at layer-2. Common access control rules, such as ingress filtering
to drop non-legitimate source IP (IPv4 or IPv6) address, sometimes referred to as uRPF, are
remain in the router.

Automatic discovery of security incidents is provided by university CSIRT with special appliance.
When a host is considered to have a security incident, it is not very easy to observe and capture
packets at 10Gigabit Ethernet. Furthermore, while the number of known cases is not large, security
incidents which uses IPv6 may be expected. In IPv6, hosts may use randomized IPv6 addresses
and usually the address is changed over time due to privacy enhancement. So it may possible to a
security incident which fully use of both of IPv4 and IPv6 in order to avoid observation by security
monitoring mechanism. This means observation at the contral backbone may offer limited
functionality as addresses association may not be possible. In order to provide counter-solution to
these kinds of incidents, it is required to provide packet observation based on the source MAC
address. The introduced switch is capability to monitor packets related to a specified MAC address
to observe such incidents.
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Network Environment with Remote Shutdown functionality

FRZERLAR
39 #  Name )@« B - B4 Affiliation, department, and position
i@k B (Akira Kato) AT 4 TTHA VHER
WE F# (Hideki Sunahara) |[X5 4 75 ’f/ﬁﬁnﬂ
MRMREFZDOHE

ﬁﬁ\xﬁ%ﬂwzyal—&*whv—ou\w 4D CAM ZRE2DFEFKICE Y., +2ICHlIWT I AHEH%ZE
BETETWADho7/z, ZIT, PIVERFHOERESEOKRERAS v FAEEAL, R4 vFit L2 THESEDD
L4 LRIVDOT7 7 ZAHEHEEREEST 22T, LEOBERRAEH 7=, ERANLT 72 AHE. & 21, & subnet
CEYYTOENEZIPTZRLR (IPvA BETIPVE) UIADIP 7 RLADLRESI NNy NAET T 5710 & DHAE
BIL—2ICELDD, ERAMIEEREIEIZRAA Yy FICKRT I ET, EHMHIVEHIEHAERLTWS,

¥, EF2YT44 VYTV MPOFERIEZ CSIRT TEALTVLWREREBIKELTWS, CNE2RETEHIEEES
TIERWHD, X2V T1BREZIRONBEZRRAINDRESINAGE. EZEEL WAy NEERIL., 2h%iid
$%9 % Z &1, 10Gigabit Ethernet WD DHBZIRIETIINLT LEBRZ TIEAL, 51T, £EIPv6 2FRA L
EF2YTAEBRIVRVEDD, IPv6 TIEEHD. LHIrEHEBICHE > TELETZ/O0—NILT7 RLRAE/FE>TE
ETBIEEELLHR>TETWDS, ZTD=H, IPV4/IPv6 MAAEFRATAZETCEROENOENB LI LERS,
IREITFEWVIICRREINTVLAVEDD, IPV6 DEREEHIHRATDIZEETERLA->TWS, ZDHE. N\
JHR—VTD L3 TOERTIE+DTIEBRWATREELH D, TDRH, LUKETEMD MAC 7 RL R&IBEL T, IX
AL TWBH TRy NETERTZIENMNETHD, I TIIYKFTERICHT BTy NERM vy FICE>TL.

TNEER - RBHRTBHIEICE>T, IPV4/IPv6 AAERT 22X ) 71 ERICHIGSTEZ SHEHI/E->TETW
%,

2. MAKREBEOME (F:R)
In the current computer network of the graduate school, fine-tuned access control is not possible due to the
capacity of CAM in the router. In order to improve the situation, a layer-2 switch which large CAM capacity is
introduced. It is possible to apply fine-tuned layer-4 access control list to be applicable to a subnet switched at
layer-2. Common access control rules, such as ingress filtering to drop non-legitimate source IP (IPv4 or IPv6)
address, sometimes referred to as uRPF, are remain in the router.

Automatic discovery of security incidents is provided by university CSIRT with special appliance. When a host is
considered to have a security incident, it is not very easy to observe and capture packets at 10Gigabit Ethernet.
Furthermore, while the number of known cases is not large, security incidents which uses IPv6 may be
expected. In IPv6, hosts may use randomized IPv6 addresses and usually the address is changed over time due
to privacy enhancement. So it may possible to a security incident which fully use of both of IPv4 and IPv6 in
order to avoid observation by security monitoring mechanism. This means observation at the contral backbone
may offer limited functionality as addresses association may not be possible. In order to provide counter-
solution to these kinds of incidents, it is required to provide packet observation based on the source MAC
address. The introduced switch is capability to monitor packets related to a specified MAC address to observe
such incidents.
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