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The World Trade Organization (WTO), an organization founded with the aim of promoting free
trade, establishes international commerce rules related to goods and services. Further revisions
have been made to this agreement with the aim of making trade smoother, but no rules have been
established in relation to digital trade.

Regarding digital trade rules, the major countries' approaches on the matter are not necessarily the
same. In the United States, private companies have a great deal of influence in rule-making. In
contrast, in 2016, the EU established a policy of protecting personal information via the General
Data Protection Regulation (GDPR), a rule-making that focuses not on private companies but on
individuals. In China, government-led data management is carried out through a legal system that
demands domestic storage and restricts data transfers that cross borders.

In Japan, in the annual general meeting of the World Economic Forum in January 2019, Prime
Minister Abe proposed the Data Free Flow with Trust (DFFT) initiative, which was incorporated into
the leader's declaration in the G20 Osaka Summit in June. Meanwhile, the Kishida Cabinet, which
began in earnest in November 2021, began endeavors towards economic security as its top priority
task. The relation between economic security and digital trade is still not clear, but data has great
value in a society permeated with digitalization, and an outpouring of data may cause problems in
terms of national security.

When the fundamental standpoints of each country do not align, it will be difficult to make universal
rules governing digital trade. This study examined the rule-making of digital trade, focusing on the
balance between the promotion of digital trade and national security. Specifically, the research
began with a review of developments surrounding security and data in the U.S. Further research
was conducted based on feedback obtained at several workshops and conferences. The final
results of the research will be published in English.
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Digital Trade and Data Transfers: Rules and Regulations
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The World Trade Organization (WTO), an organization founded with the aim of promoting free trade, establishes international
commerce rules related to goods and services. Further revisions have been made to this agreement with the aim of making trade
smoother, but no rules have been established in relation to digital trade.

Regarding digital trade rules, the major countries’ approaches on the matter are not necessarily the same. In the United States,
private companies have a great deal of influence in rule—making. In contrast, in 2016, the EU established a policy of protecting
personal information via the General Data Protection Regulation (GDPR), a rule—making that focuses not on private companies but on
individuals. In China, government—led data management is carried out through a legal system that demands domestic storage and
restricts data transfers that cross borders.

In Japan, in the annual general meeting of the World Economic Forum in January 2019, Prime Minister Abe proposed the Data Free
Flow with Trust (DFFT) initiative, which was incorporated into the leader’ s declaration in the G20 Osaka Summit in June. Meanwhile,
the Kishida Cabinet, which began in earnest in November 2021, began endeavors towards economic security as its top priority task.
The relation between economic security and digital trade is still not clear, but data has great value in a society permeated with
digitalization, and an outpouring of data may cause problems in terms of national security.

When the fundamental standpoints of each country do not align, it will be difficult to make universal rules governing digital trade. This
study examined the rule—making of digital trade, focusing on the balance between the promotion of digital trade and national security.
Specifically, the research began with a review of developments surrounding security and data in the U.S. Further research was
conducted based on feedback obtained at several workshops and conferences. The final results of the research will be published in
English.
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