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Abstract

The rapid progress of Internet technologies in recent years makes increase of de-
mand for high functionality services, such as IDS (Intrusion Detection System). To
meet the demand, Application Router, which enables to extract and analyze infor-
mation including a payload of a packet on a network route by using packet analysis
technologies, has been studied. Application Router analyzes content information
of packets actively and provides the results of analysis as a service. It is expected
to provide various services to high functionality for not only security such as Net-
work IDS but also load balancing and QoS (Quality of Service) guarantee by using
Application Router.

Application Router needs a GZIP decompression mechanism for compressed
HTTP packets and a string match mechanism for extracting information from the
packet payload. Existing studies of these mechanisms could achieve only several
Gbps. For taking the increase of future network bandwidth and handling a core net-
work into account, the GZIP decompression process and string match process will
become bottlenecks in Application Router. Additionally, Application Router often
adds and updates table entries based on results of information extraction. There is a
concern that the table retrieval process will become a bottleneck too.

In this paper, we focused on the GZIP decompression, string match, and table re-
trieval in Application Router and proposed and evaluated architecture for eliminat-
ing the each bottleneck. Finally, enough performance was achieved for processing
information extraction and table retrieval at 100Gbps wire speed.

In chapter 1, a purpose of this study and construction of this paper were de-
scribed. In chapter 2, the transition of routers and the outline and services of Ap-
plication Router were explained. In Chapter 3, the details of packet processing ar-
chitecture in general router and Application Router were introduced. Furthermore,
related studies of them were introduced. Based on these studies, the bottlenecks of
Application Router were disclosed. In chapter 4, about the GZIP decompression
process for compressed HTTP packets, the hardware architecture used cache mech-
anism and effective parallelism and the decoding dictionary piggybacking function
for high-speed decompression were proposed. We showed the architecture could
decode the GZIP packets at over 100Gbps effective throughput. In chapter 5, about

the string match process for packet payload, hardware architecture based on Rabin-



Karp algorithm for offloading a load of string match process was proposed. We
showed the architecture reduces the hardware cost to 36% and the processing load
to 5% compared with conventional architecture and achieve over 100Gbps effective
throughput by using existing studies. In chapter 6, about the table retrieval process,
flow cache architecture combined with conventional TCAM method for fast table
retrieving with low energy consumption was proposed. In this architecture, several
techniques for reducing the cache-miss were implemented. As a result, the archi-
tecture could achieve over 400Gbps throughput under a minimum packet size pro-
cessing and reduce the power consumption to 17.9% compared with conventional
architecture. In chapter 7, summaries of these studies were described. Furthermore,

future visions of these studies were referred.
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HTTP Data 78Gbps
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alert tcp SHOME_NET any -> SEXTERNAL_NET SHTTP_PORTS

(msg:"POLICY Google Desktop initial install - installer request";
flow:to_server, established;

uricontent:"/installer?"; uricontent:"action=install"; uricontent:"version=";
uricontent:"id="; uricontent:"brand=GGLD"; uricontent:"hl=";
content:"User-Agent|3A|"; nocase; content:"Google"; distance:0; nocase;
content:"Desktop"; distance:0; nocase;

pcre:"/User-Agent¥x3A[ ¥n¥r]+Google[*¥n¥r]+Desktop/smi";
classtype:policy-violation; sid:7859; rev:1;)
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