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Abstract

Operating systems are crucial for application reliability. Applications running on an operating system
cannot run correctly if the operating system fails. Recent studies reveal that naive faults such as NULL
pointer dereferences are still prevalent in the Linux operating system, which is widely used in productions
such as Android smartphones, cloud platforms, and air traffic control systems. Existing approaches to
prevent operating system failures are twofold: fault detection and failure recovery. Fault detection is the
approach to find and fix as many faults as possible before shipping, using techniques such as static
analysis and software tests. Failure recovery is the approach to tolerating or mitigating the failures caused
by undetected faults, using the techniques such as software rejuvenation.

To advance the state of the art of fault detection and failure recovery for operating systems, this
dissertation conducts detailed analysis of faults and error propagations in the Linux operating system.
Many efforts have been devoted to improving the quality of fault detection and failure recovery for
operating systems. However, existing techniques rely on ad hoc intuitions and experiences of operating
system developers without understanding the overall trends in Linux faults and error propagations. For
example, if the developers notice that there are many faults in which NULL pointer check is missing, a
static code checker is developed to check for missing NULL checks. Failure recovery is pessimistic and
assumes the entire kernel is always corrupted by a single error.

To understand faults in Linux, this dissertation analyzes more than 370,000 Linux patches, code
modification records for Linux in English. To extract topics in the patches, Latent Dirichlet Allocation, a
technique of natural language processing is applied and the patches are classified into 66 clusters based on
the extracted topics. To demonstrate the resulting clusters can contain useful information to develop
sophisticated code checkers, one cluster is deeply investigated and 160 patches for fixing faults related to
interrupt handling are extracted. Based on the knowledge obtained from the extracted patches, a static
code analyzer has been developed and detected five unknown faults in Linux 4.1.

This dissertation also investigates error propagations in Linux. To analyze error propagations, a new
concept called error propagation scope is proposed. Error propagation scope specifies how far an error can
propagate. In the dissertation, two scopes, process-local and kernel-global errors, are introduced. Process-
local errors do not propagate beyond process contexts inside the kernel. Kernel-global errors corrupt
shared data structures and propagate beyond process contexts. This dissertation shows 73¥% of errors are
process-local and do not propagate beyond the in-kernel process contexts in the experiments. This result
indicates that there are chances to avoid kernel crashes in Linux by killing a failing process.

The contribution of this dissertation is twofold. First, an analysis of fault reports helps develop new
static code checkers that can detect faults overlooked in an ad hoc approach. Second, partial recovery of
the Linux operating system deserves further investigation and research to achieve lightweight
countermeasures for system failures.




