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Abstract

Attacks via network are big issues as many people heavily use the Internet with computers and mobile
phones. To defend against the attacks, several security techniques have been developed. Recently, the situation
has been changing with technology advances that more objects equip wireless communication modules, i.c.,
wireless sensor devices, smartphones, and RFID (Radio Frequency Identification). This technological advance
yields new systems and services that enrich our life. However, emerging systems and services suffer from
unprecedented security and privacy issues, e.g., the problem that a trusted third party is not available for
authentication in ad-hoc network, voice-based spam in the VoIP (Voice over IP) service, and the privacy issue
that the information in RFID tags is illegally interrogated. Therefore, it is an urgent demand to take an
appropriate measure against them.

In this thesis, we propose security and privacy approaches for ad-hoc network, VoIP service, and
RFID-enabled supply chains system. The effectiveness of the proposals is shown by theoretical calculation,
computer simulation, and experiments with off-the-shelf devices. The outline of this dissertation is as follows:

Chapter 2 deals with a lightweight verification scheme in FFS (Feige-Fiat-Shamir) protocol in ad-hoc
network. We point out that the heaviest calculation in the verification is to multiply many 1,024 bits variables
and propose a scheme to reduce the number of multiplication without lowering the required security. We show
that the proposal is provably secure, the number of multiplication can be theoretically decreased, and
calculation time is also shortened with an Android device.

Chapter 3 deals with a SPITters (Spam over Internet Telephony callers) detection scheme in voice
communication services including VolIP. We propose an unsupervised SPITters detection scheme with
multiple call features and clustering algorithm. The effectiveness is shown by the computer simulation with
real call logs and an artificial dataset.

Chapter 4 deals with a secure products distribution scheme in RFID-enabled supply chains. We propose to
mask tags’ EPC (Electronic Product Code) with random sequences, and put them on an authentication server
so that only a legitimate party can recover genuine tags’ EPC. The required authentication code is split into
product tags with a secret sharing scheme and dummy tags that possess bogus code information are introduced
to securely distribute an authentication code. We show the effectiveness of the proposal by security analysis,
theoretical calculation, and experiments with off-the-shelf RFID devices.

Chapter 5 concludes this dissertation and summarizes the contribution of this work and future work.




