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Abstract of Master’s Thesis of Academic Year 2015

Analysis and Measures in Security Aspects

for Smartphone Games

Category: Science / Engineering

Summary

Smartphones become inevitable tool for everybody. A number of applications
have been installed on every smartphone and they are used in daily basis. It is re-
ported that cyber attacks targeting smartphones and their applications have been
increasing rapidly. In many cases, services such as SNS and online banking are
the primary, while it is rare at this moment that game applications are targeted.
In order to focus on their realtime requirements, security on smartphone game
applications may not be seriously considered. It is afraid that game applications
will be target of cyber attacks in near future.

In this thesis, several smartphone game applications on iOS are analyzed. 14
out of 15 of them including popular titles have security vulnerabilities, which
can be easily mitigated by verifying the gaming servers’ certificates in SSL/TLS
communications. It is demonstrated that the communication from the victim iOS
devices running gaming software can be intercepted via man-in-the-middle attack
method. In this context, credit to be added to the corresponding user can be
stolen, and successfully added to the attacker’s account. This attack can easily be

implemented in public Wi-Fi environment, which becomes popular in these years.
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This research also proposes a system for game programmers to detect possible
vulnerabilities on the fly. A tool to investigate vulnerability is implemented based

on the research result as well.
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